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[57] ABSTRACT 

A virus screening method includes steps of routing a call 
between a calling party and a called party of a telephone 
network, receiving computer data from a first party of the 
calling party and the called party, and detecting a virus in the 
computer data. In response to detecting the virus, a step of 
inhibiting communication of at least a portion the computer 
data to a second party of the calling party and the called 
party is performed. A virus screening system is also dis
closed. 
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COMPUTER VIRUS SCREENING METHODS 
AND SYSTEMS 

TECHNI CAL FIELD 

2 
FIG. 1 is a block diagram of a virus-screening telecom

munication system in accordance with the present invention. 
The telecommunication system includes a telephone net
work 10 to serve a plurality of telephone lines 12. Preferably, 

5 
The present invention relates to methods and systems for 

the telephone network 10 includes a public telephone net
work such as a public switched telephone network to com
municate signals between pairs of telephone lines. 
Alternatively, the telephone network 10 includes a private 
telephone network or a virtual private telephone network to 

detecting a computer virus in computer data. 

BACKGROUND OF THE INVENTION 

Many computer users have virus screening and detection 
software installed on their computers. Such software directs 
a computer to screen computer data received from diskettes 
and/or downloaded from online services. If a virus or a like 
deleterious program is detected, the software directs the 
computer to remove the virus from the computer data. If 
undetected, a virus in a computer file can infect other 
computer files to produce various unwanted results. 

Subsequent revisions of virus screening software are 
created and released as additional computer viruses are 
discovered. Consequently, each computer user has to repeat
edly upgrade the virus screening software installed on 
his/her computer to ensure protection from recently
discovered viruses. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The invention is pointed out with particularity in the 
appended claims. However, other features of the invention 
will become more apparent and the invention will be best 
understood by referring to the following detailed description 
in conjunction with the accompanying drawings in which: 

FIG. 1 is a block diagram of a virus-screening telecom
munication system in accordance with the present invention; 

FIG. 2 is a block diagram of an example of a virus
screening telephone network; 

FIG. 3 is a flow chart of an embodiment of a virus 
screening method in accordance with the present invention; 

FIG. 4 is a flow chart of an embodiment of a method of 
screening the computer data for at least one virus; 

10 communicate signals between pairs of telephone lines. 
Regardless of its form, the telephone network 10 can include 
any combination of one or more end offices, central offices, 
tandem offices, switching offices, service switching points 
(SSPs), signal transfer points (STPs), service control points 
(SCPs), and/or other nodes to communicate signals between 

15 pairs of telephone lines. 
Typically, each of the telephone lines 12 communicates to 

at least one end station at a corresponding customer premise. 
Examples of end stations include, but are not limited to, 

20 telephones, facsimile machines, and computers. The tele
phone lines 12 can include digital telephone lines to com
municate digital signals to various ones of the customer 
premises, and/or analog telephone lines to communicate 
analog telephone signals to others of the customer premises. 

25 For purposes of illustration, the telephone lines 12 include 
a telephone line 14 in communication with a computer 16, 
a telephone line 20 in communication with a computer 22, 
and a telephone line 24 in communication with a computer 
26. Although not specifically illustrated, it is noted that the 

30 telephone lines 12 can further include a multitude of addi
tional telephone lines in communication with additional end 
stations. 

Typically, the telephone network 10 provides a commu
nication path between a telephone line associated with a 

35 calling party and telephone line associated with a called 
party. In this case, the telephone network 10 receives a 
telecommunication code associated with the called party 
(e.g. a telephone number of the called party) from the calling 
party. For example, a modem associated with the computer 

FIG. 5 is a flow chart of an embodiment of a method of 40 
22 may dial a telephone number associated with the tele
phone line 24 to initiate communication with the computer 
26. creating a model of a client computer; 

FIG. 6 is a flow chart of an embodiment of a process to 
intercept and fulfill a read request; 

FIG. 7 is a flow chart of an embodiment of a process to 45 

intercept and fulfill a write request; 

The telephone network 10 provides the communication 
path between the calling party and the called party in 
response to receiving the telecommunication code. Continu
ing with the aforementioned example, the telephone network 

FIG. 8 is a schematic diagram of a first alternative 
embodiment of a virus screening system; 

FIG. 9 is a schematic diagram of a second alternative 
embodiment of a virus screening system; 

FIG. 10 is a schematic diagram of a third alternative 
embodiment of a virus screening system; and 

FIG. 11 is a schematic diagram of a fourth alternative 
embodiment of a virus screening system. 

DETAILED DESCRIPTION OF A PREFERRED 
EMBODIMENT 

Embodiments of the present invention advantageously 
screen computer data for viruses within a telephone network 
before communicating the computer data to an end user. As 
a result, end users can download computer data via the 
telephone network without concern of receiving various 
predetermined computer viruses. 

For this application, the term "virus" should be construed 
as inclusive of computer viruses, worms, trojan horses, and 
other like deleterious data. 

50 

10 provides a communication path between the telephone 
line 20 and the telephone line 24 in response to receiving the 
dialed telephone number. 

In the aforementioned example and other computer com-
munication applications, the telephone network 10 receives 
signals representative of computer data from a first party for 
transmission to a second party. The signals can include 
digital signals such as those from an ISDN line, or analog 

55 signals such as those generated by a modem. 
Before communicating the computer data to the second 

party, the telephone network 10 screens the computer data 
for at least one virus. In general, the computer data can be 
screened at any node in the telephone network 10. For 

60 example, the computer data can be screened at an end office, 
a central office, a tandem office, a service switching point, or 
any other switching office which provides a communication 
path between the first party and the second party. 
Alternatively, the computer data can be screened by a remote 

65 processor which serves one or more end offices, central 
offices, tandem offices, service switching points, or other 
switching offices of the telephone network 10. 
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If no viruses are detected in the screening step, the 
computer data are communicated to the second party. If a 
virus is detected in the computer data, the telephone network 
10 can perform one or more actions including but not limited 
to: (i) inhibiting communication of at least a portion of the 5 

computer data to the second party; (ii) removing the virus 
from the computer data prior to transferring the data to the 
second party; (iii) communicating a message indicating that 

Internet service provider, an online service, or another 
dial-up computer, for example. For example, although not 
specifically illustrated, the Internet service provider can 
comprise a gateway to communicate with the server com
puter 62 via the Internet, and a modem bank to couple the 
gateway to the telephone line 42. Additionally, the Internet 
service provider can provide various firewalls, directory 
servers, and other known features. 

a virus was detected to the second party; (iv) communicating 
a message indicating that a virus was detected to the first 10 

party; and (v) writing data to a database indicating that a 
virus was detected. A preferred embodiment of a virus 
screening method is subsequently described in detail with 
reference to FIG. 3. 

The telephone lines 44 and 46 are associated with client 
computers 64 and 66, respectively. The client computers 64 
and 66 can be associated with end users of one or more 
Internet service providers, online services, or other dial-up 
computers, for example. 

The telephone lines 52 and 54 are associated with server 
15 computers 72 and 74, respectively. The server computers 72 

and 74 can be associated with other Internet service 

In this way, the telephone network 10 provides a virus 
screening service to automatically screen computer data for 
viruses. By screening the computer data for specific viruses 
prior to its delivery to an end user, the computer data need 
not be screened for those viruses by the end user's computer. 
Preferably, the telephone network 10 is capable of providing 
the virus screening service to a plurality of contemporaneous 20 

calls. 

providers, online services, or dial-up computers, for 
example. The telephone line 56 is associated with a client 
computer 76. The client computer 76 can be associated with 
another end user of one or more Internet service providers, 
online services, or other dial-up computers, for example. 

The virus screening service may be selectively provided 
only to telephone lines subscribing thereto. For example, an 
end user may subscribe to a virus screening service to screen 
all computer data directed to his/her telephone line from 
Internet service providers, online services, computer servers, 
and other dial-up computers. Alternatively, a service pro
vider may subscribe to the virus screening service to protect 
its users from computer viruses by screening its transmitted 
computer data. In either of these cases, the telephone net
work 10 can include a database which determines whether or 
not the virus screening service is applied to data communi
cated in a telephone call. 

Virus screening can be facilitated in the telephone net
work 10 using either a conventional telephone network 
processor adapted to run associated virus screening software 
or an additional processor which runs virus screening soft
ware. For a circuit-switched connection between the two 
parties, the telephone network 10 determines and secures an 
appropriate path for the duration of the call. If virus screen
ing is to be applied, the path can be determined to include 
a route through a processor which examines the contents of 
information being passed during the call. In general, the 
processor can examine data packets carried by either a 
modulated analog signal or as part of an ISDN payload. If 
virus screening is not to be applied to the call, the routing of 
the call may differ so as not to employ the processor. 

The processor can augment conventional circuit-switched 
network elements, and may be located anywhere in the 
telephone network 10. The processor can be housed with a 
central office using a heavy duty line card, for example, or 
can be associated with an AIN (Advanced Intelligent 
Network) node. 

Before describing a preferred embodiment of a virus 
screening method in accordance with the present invention, 
an example of the telephone network 10 to screen computer 
data is described with reference to FIG. 2. 

FIG. 2 is a block diagram of an example of a virus
screening telephone network. The telephone network 
includes an end switching office 40 serving telephone lines 
42, 44, and 46, and an end switching 50 serving telephone 
lines 52, 54, and 56. The end switching offices 40 and 50 
communicate either directly or via a tandem switching office 
60. 

The telephone line 42 is associated with a server computer 
62. The server computer 62 can be associated with an 

Associated with the end switching office 40 is a computer 
including a processor 80 to screen computer data received 
thereby for a plurality of viruses. Also associated with the 

25 end switching office 40 is a database 82 indicating which of 
the telephone lines 42, 44, and 46 subscribe to the virus 
screening service. For purposes of illustration and example, 
the database 82 includes a record 84 indicating that all 
computer data directed to the telephone line 44 is to be 

30 screened for viruses. 

The end switching office 50 has a computer including a 
processor 90 associated therewith to screen computer data 
for a plurality of viruses. The end switching office 50 

35 performs call processing operations responsive to a signal 
control point (SCP) 92. The signal control point 92 includes 
a database 94 indicating which of the telephone lines 52, 54, 
and 56 subscribe to the virus screening service. For purposes 
of illustration and example, the database 94 includes a 

40 record 96 indicating that all computer data received from the 
telephone line 54 is to be screened for viruses. 

In this example, the processor 80 associated with the end 
switching office 40 screens all computer data to be directed 
to the telephone line 44. Hence, the end user associated with 

45 the telephone line 44 can connect to and download data from 
the server computers 62, 72, and 74 without concern of 
receiving various predetermined computer viruses. The pro
cessor 90 associated with the end switching office 50 screens 
all computer data communicated along the telephone line 54 

50 from the server computer 72. Hence, end users associated 
with the telephone lines 44, 46, and 56 can connect to and 
download data from the server computer 72 without concern 
of receiving various predetermined computer viruses. 

It is noted that the tandem switching office 60 can include 
55 a virus-screening processor, if desired. In this case, the 

processor selectively screens computer data communicated 
between the end switching offices 40 and 50. 

As is well known, each of the virus-screening processors 
can have one or more associated modems to modulate 

60 computer data for transmission, and to demodulate received 
computer data. 

The herein-described virus-screening processors can pro
vide or assist in providing a proxy server or a functional 
equivalent of a proxy server. As subsequently described in 

65 more detail, the virus-screening processors can re-partition 
received data, e.g. create new packets based upon received 
packets, before communicating data to the client computer. 
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In these cases, the virus-screening processor can create and 
communicate modified protocol-specific information such 
as a number of packets to be received, error detection and 
correction information, and packet serial numbers. 

Preferably, each virus-screening processor has an associ- 5 

ated memory device to store at least two packets. As 
subsequently described herein, the virus-screening proces
sor can receive a packet and determine whether the packet 
can be immediately forwarded to the client computer, or if 
the packet is to be stored in the memory device for further 10 

analysis. 
FIG. 3 is a flow chart of an embodiment of a virus 

screening method in accordance with the present invention. 
As described earlier, the virus screening method can be 
performed at any node of a telephone network. 

As indicated by block 100, the method includes a step of 
receiving a telecommunication code from a calling party. 
Typically, the telecommunication code includes dialing dig
its such as a telephone number associated with a called party. 

15 

As indicated by block 102, the method includes a step of 
determining if at least one of the calling party and the called 20 

party is a subscriber to a virus screening service. This step 
can include sending a query to a database, and receiving a 
call-handling message in response to the query, preferably 
using the facilities of an Advanced Intelligent Network. The 

25 
query can include an identification code of the calling party 
and/or an identification code of the called party. 

The call-handling message can include an indication of 
whether or not virus screening is to be applied for a call 
between the calling party and the called party. Further, the 30 

call-handling message can include an indication of whether 

6 
If virus screening is not to be applied to the call, a step of 

communicating the computer data to a second party of the 
called party and the calling party is performed as indicated 
by block 110. The step of communicating the computer data 
can include modulating a signal based upon the second 
computer data to form a modulated signal, and communi
cating the modulated signal to the second party. 

If virus screening is to be applied to the call, a step of 
screening the computer data for at least one virus is per
formed as indicated by block 112. Preferably, the step of 
screening the computer data includes screening the com
puter data for a plurality of predetermined computer viruses. 
This step can include a step of storing one or more packets 
or blocks of computer data to facilitate virus scanning over 
a plurality of packets or blocks. A preferred embodiment of 
a method of screening the computer data is described with 
reference to FIG. 4. 

If no virus is detected, the computer data is communicated 
to the second party as indicated by block 110. If a virus is 
detected, at least one of the steps indicated by blocks 114, 
116, 118, 120, and 122 is performed. 

Typically, the computer data is comprised of a plurality of 
data packets. After examining the contents of one of the data 
packets, the packet can be either immediately forwarded to 
the second party or held for further analysis. Several packets 
can be held before being forwarded to the second party so 
that their contents can be examined as a group (which may 
be required using the method described with reference to 
FIG. 4). By examining several packets, a virus signature 
which extends over the boundary of a single packet can be 
detected. or not virus-screening is to be applied unidirectionally from 

the calling party to the called party, unidirectionally from the 
called party to the calling party, or bidirectionally between 
the calling party and the called party. 

As indicated by block 104, the method includes a step of 
routing a call between the calling party and the called party. 
The call is directed to the called party based upon the 
telecommunication code received from the calling party. 

Block 114 indicates a step of inhibiting communication of 
the computer data to the second party. By performing this 

35 step, the computer data which contains the virus is blocked 
from being transferred to the second party. 

It is noted that routing of the call through the telephone 40 

network 10 can differ depending on whether or not virus 
screening is to be applied. If virus screening is to be applied 
to a call, for example, the SCP 92 can direct the call to be 
routed through a network node appropriately equipped for 
virus screening. This is of particular interest if virus screen- 45 

ing is not offered at a central office communicating the call. 
Alternatively, if a customer does not want virus screening to 

Block 116 indicates a step of communicating a message to 
the second party indicating that a virus was detected. 
Optionally, the message includes an indication of which 
virus was detected. Preferably, the message is in an H1ML 
(hypertext marking language) format to facilitate display 
using a wide variety of client software programs (such as 
Internet browser programs) using a wide variety of operating 
systems (e.g. MacOS, Windows 95, and Windows NT). 

Block 118 indicates a step of communicating a message to 
the first party indicating that a virus was detected. 
Optionally, the message includes an indication of which 
virus was detected. 

Block 120 indicates a step of writing data to a database 
be applied, or if the call is not being directed to a telephone 
number known to require screening, then a more direct, less 
expensive route can be selected. 50 indicating that a virus was detected. This step is beneficial in 

applications where a message cannot be readily accepted by 
the first party. An example of such an application is where 
the first party includes a server which only downloads data. 

As indicated by block 106, the method includes a step of 
receiving computer data from a first party of the called party 
and the calling party. The step of receiving the computer data 
can include receiving a signal which encodes the computer 
data. The signal can include a digital signal or an analog 55 

signal encoding the computer data. Optionally, the step of 
receiving the computer data includes demodulating the 
signal to recover the computer data encoded thereby. 

In many applications, the computer data has an executable 
program and/or an installation program associated there- 60 

with. The installation program can be either included in the 
computer data (e.g. a custom installer program) or absent 
from the computer data (e.g. a generic installer program). 
The generic installer program typically resides on the client 
computer prior to receiving the computer data (e.g. the 65 

generic installer program can be bundled with the operating 
system). 

The message can include an indication of which virus was 
detected, and a date and a time of detecting the virus. The 
first party can subsequently access the database to determine 
if any viruses were detected. 

Block 122 indicates a step of removing the virus from the 
computer data to form second computer data. Thereafter, the 
second computer data is communicated to the second party 
in the step indicated by block 110. These steps act to clean 
the computer data prior to communicating the data to the 
second party. 

The step of communicating the second computer data 
(block 110) can also include appropriate modification of 
information, such as that which pertains to error correction 
that was encoded in the original data but which is no longer 
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descriptive of the new data. This step can also include 
ensuring the integrity of the physical transport layer, as is 
well known by those having ordinary skill in the art. 

The step of communicating the second computer data can 
include generating a signal based upon the second computer 
data, and communicating the signal to the second party. The 
signal can be generated in accordance with a format for a 
digital line (e.g. ISDN, Tl, and xDSL). Alternatively, the 
signal can be generated by modulating a signal based upon 
the second computer data to form a modulated signal. The 
modulated signal can be communicated to the second party 
using an analog line. 

8 
puter includes the herein-described virus-screening proces
sor and its associated memory. 

The model is loaded with the third data (which is the same 
as the second data if the second data is uncompressed and 

5 not encrypted). If the third data includes an executable 
program such as an installation program or a plug-in pro
gram for a Web browser, the executable program is installed. 
The installation program can be either generic or part of the 
third data. An embodiment of a method of creating the 

10 model is described with reference to FIG. 5. 

FIG. 5 is a flow chart of an embodiment of a method of 
creating a model of a client computer. As indicated by block 
210, a step of determining basic parameters of the client 
computer is performed. The parameters can include a ver
sion of an operating system, a hardware type, registry 
information, configuration information, and information 
from initialization files such as ".ini" files. The parameters 
are used in subsequently described intercept routines. 

After performing the step indicated by block 110 or at 
least one of the steps indicated by blocks 114, 116, 118, 120, 
and 122, flow of the method can be directed back to block 15 

106 to receive further computer data, or to block 124 
wherein the call is terminated. After the call is terminated, 
flow of the routine can be directed back to block 100 to 
facilitate a subsequent call. The subsequent call can have the 
same calling party or a different calling party, and can have 
the same called party or a different called party. 

The parameters can be determined when a customer 
20 subscribes to a virus-screening service, and maintained by a 

database. The parameters in the database can also be updated 
from time to time by communicating with the client com
puter. 

FIG. 4 is a flow chart of an embodiment of a method of 
screening the computer data for at least one virus. As 
indicated by block 200, the method includes a step of 
removing transmission-specific data from the computer data 
to form second data. Preferably, the transmission-specific 
data which are removed include headers and checksums 
within the computer data. 

If the computer data is formatted in accordance with a 
point-to-point protocol (PPP) or another high-level data link 
control (HDLC), the virus-screening processor runs PPP to 
separate the information field or payload from the framing 
fields. The framing fields which are removed can include a 
begin flag, an address field, a control field, a protocol field, 
a frame check sequence field, and an end flag. 

25 
As indicated by block 212, a step of executing the 

installation program is performed. The installation program 
is executed using the virus-screening processor and its 
associated memory. 

As indicated by block 214, a step of intercepting read 
30 requests generated by the installation program is performed. 

Typically the read requests include requests for information 
about the environment of the client computer. 

In response to each request, a step of providing a reply 
message to the installation program is performed as indi-

35 cated by block 216. The reply message is generated by 
gathering information from the model of the client 
computer, and passing the information to the installation 
program. 

The payload within the information field may be format
ted in accordance with an other protocol, such as an internet 
protocol (IP). In this case, the payload includes the follow 
fields: a version, a header length, a type of service, a total 40 

length, an identification field, flags, fragment offset, time to 
live, protocol, header checksum, source internet address, 
destination internet address, options and padding, and data. 
The virus-screening processor can run IP to remove all fields 
but the data field. 

The model is at least partially created by one or more of 
the following steps: (i) requesting the information from the 
client computer; (ii) obtaining the information from the 
model if the information was created or altered by the 
installation program; and (iii) requesting the information 
from a pre-existing image of the client computer. The 

45 pre-existing image of the client computer mimics the state of 
the client computer by maintaining a copy of settings and 
data stored to the client computer. By requesting the infor
mation from the pre-existing image, the information can be 
gathered locally rather than by communicating with the 

If the computer data is received in accordance with TCP 
(transmission control protocol), the virus-screening proces
sor runs TCP to ensure that packets communicated within 
the data field are received in a correct sequence, and to 
request re-transmission of any lost or corrupted packets. If 
the another protocol such as FTP (file transfer protocol) is 
built on top of TCP, the virus-screening processor runs FTP 
to further process the data to form the second data. 

Copies of both the original computer data and the second 
data are maintained. The original computer data and the 
second data can be maintained in a memory associated with 
the virus-screening processor. 

As indicated by block 202, a step of decompressing the 
second data is performed if the second data is compressed. 

50 client computer. 
When the installation program attempts to change the 

environment of the client computer using a write request, the 
write request is intercepted (block 218) and changes are 
made only to the model of the client computer stored in the 

55 memory (block 219). In this way, the environmental changes 
attempted by the installation program are cached. If the 
installation program later attempts to read those changes, the 
read requests are intercepted and directed to the cache rather 
than to the client computer. 

As indicated by block 204, a step of decrypting the second 60 

data is performed if the second data is encrypted. By 
performing these steps, third data is produced which is 
decompressed and decrypted. 

The processing of read and write requests is performed in 
an order determined by the execution of the installation 
program. For example, an operating system may change an 
order of write requests depending on an object to which a 
write request is directed. If an operating system queues write As indicated by block 206, the method includes a step of 

creating or otherwise providing a model of a client com
puter. The model is provided by a virus screening computer 
other than the client computer. The virus-screening com-

65 requests to several devices, the actual order in which the 
write operations are performed may differ based upon how 
busy or how fast the devices are. An operating system may 
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also vary the order of read requests depending on system or 
device status. The order of read requests can be varied using 
an intelligent look-ahead since one read request may fetch 
data for another read request. In general, the order of read 
and write requests can vary from one execution to another 5 

based upon interaction between the installation program and 
the model of the operating system. 

Once execution of the installation program has 
completed, the model reflects a state functionally equivalent 

10 
communicated to the client computer. Preferably, the virus 
screening processor provides proxy server functionality to 
effectuate this process. 

Once received at the client computer, the new installation 
program can be executed. In some cases, the installation is 
performed manually either by relying on an end user's 
general knowledge of how a new program can be made 
accessible to the system or by providing explicit installation 
instructions. In these cases, the installation instructions in 

10 the new installation program can include installation instruc
tions provided by the original installation program. 
Alternatively, the new installation program can provide 
modified installation instructions created using well-

to that of the client computer if the client computer had 
executed installation program. The state of the model and 
the state the client computer would have had if the instal
lation program were executed need not be identical, but are 
equivalent from the perspective of the virus scanning soft
ware. For example, the virus scanning software may not 15 

attempt to duplicate all the display drivers that are installed 
on a non-standard workstation since these drivers might be 
dynamically loaded at execution time from a LAN or from 
a removable mass storage device. Consequently, the model 
and the client might not assume identical states, but would 20 

have states that were functionally equivalent as far as the 
virus scanning software is concerned. 

Referring back to FIG. 4, the method includes a step of 
scanning or otherwise screening the model for at least one 
virus, as indicated by block 220. Any of a variety of virus 25 

screening methods can be performed in this step. The results 
of this step are communicated to the end user. The end user 
can decide whether to accept or reject the computer data 
based upon the results. If the end user accepts the computer 
data, the computer data is transmitted to the client computer. 30 

Thereafter, the client computer can execute the installation 
program to proceed with the installation process. 

It is noted that if the model either equivalently models or 
substantially equivalently models the client computer, there 35 

is no need for the client computer to perform the installation 
process. Instead, changes to the model can be communicated 
to client computer. In this case, the changes to the model can 
be written to the client computer using either no explicit 
installation program or a much simplified installation pro- 40 

gram. A case in which the model may significantly differ 
from the client computer is when changes are made to the 
client computer while the virus-screening processor is scan
ning the computer data. 

A simplified installation program can be created and 45 

communicated to the client computer as follows. Handshake 
packets for the original installation program which indicate, 
for example, a number of packets to expect in a download 
and error correction/detection information, are intercepted 

understood procedures. 

In other cases, the installation process is either partially or 
wholly automatic. In these cases, the original installation 
process can be forwarded, or a new installation process can 
be created using well-understood procedures. 

FIG. 6 is a flow chart of an embodiment of a process to 
intercept and fulfill a read request. The process can be 
performed within the steps indicated by blocks 214 and 216 
described with reference to FIG. 5. The process can be 
performed by a subroutine of a main virus-screening pro-
gram. 

In a simple read step, the installation program asks that a 
specified range of memory locations or addresses, either in 
RAM (random access memory) or some other memory 
device, be read. The hereinafter-described process is per-
formed for each address to be read. 

As indicated by block 250, the process includes a step of 
testing or otherwise determining if the address is represented 
in the model. If the address is not represented in the model, 
then a step of retrieving a value of the address from either 
a stored image of the client computer or from the client 
computer itself is performed (as indicated by block 252). 
Thereafter, steps of copying or otherwise storing the value to 
the model (as indicated by block 254) and marking the 
address as being represented in the model (as indicated by 
block 256) are performed. 

The process includes a step of retrieving the value of the 
address from the model (as indicated by block 260). A step 
of returning the value is performed (as indicated by block 
262) to satisfy the request from the installation program. 

The aforementioned simple read process can be aug
mented to perform a read-with-consequences process. The 
read-with-consequences process further includes one or 
more system action steps such as changing pointers, or 
incrementing or decrementing counters. The extrapolation 
of the aforementioned simple read process to a read-with
consequences process is clear from well-known principles of 
software emulation. 

by the virus screening processor. The virus screening pro- 50 

cessor creates a new installation program to be sent in 
addition to an executable program. The new installation 
program provides information for changing other system 
files in accordance with the instructions included in the FIG. 7 is a flow chart of an embodiment of a process to 

55 intercept and fulfill a write request. The process can be 
performed within the steps indicated by blocks 218 and 219 
described with reference to FIG. 5. 

original installation program. 
Advantageously, the new installation program may con

tain less data than the original installation program, although 
additional data may be required for the executable program. 
In some cases, the need for a new installation program may 

In a simple write step, the installation program asks that 
a specified range of memory locations or addresses, either in 
RAM or some other memory device, be written. The 
hereinafter-described process is performed for each address 
to be written. 

be eliminated. For example, an ANSI-standard C program 60 

that only needs to be decompressed and is always put in 
some known standard directory on the client computer may 
not require an installation program. As indicated by block 300, the process includes a step of 

testing or otherwise determining if the address is represented 
65 in the model. If the address is not represented in the model, 

then steps of representing the address in the model (as 
indicated by block 302) and marking the address as being 

The virus screening processor creates new handshake 
packets for the new data payload comprised of the new 
installation program and the executable program. The new 
handshake packets and the new data payload can then be 
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represented in the model (as indicated by block 304) are 
performed. Once the address is represented in the model, a 
step of writing the value to the representation of the address 
in the model is performed (as indicated by block 306). 

12 
the virus-screening processor can receive an enable message 
or a disable message from either the transmitting party or the 
receiving party. The virus-detecting processor enables virus 
screening in response to receiving the enable message, and 

The aforementioned simple write process can be aug
mented to perform a write-with-consequences process. The 
write-with-consequences process further includes one or 
more system action steps such as changing pointers, or 
incrementing or decrementing counters. Another example of 

5 disables virus screening in response to receiving the disable 
message. Typically, the enable message or the disable mes
sage is generated by the computer of the receiving party. 

It is further noted that the herein-described methods and 
systems can perform virus screening separately on each of a 
plurality of virtual channels included in an interactive ses
sion. In this case, received data are separated into logical 
streams, and each stream is independently screened. Virus
free streams are reconstructed prior to communicating the 
data to the receiving party. In this way, the system is 

a system action step includes triggering an interrupt or 10 

another system action in response to writing to one of a 
plurality of special addresses monitored by the operating 
system. The extrapolation of the aforementioned simple 
write process to a write-with-consequences process is clear 
from well-known principles of software emulation. 15 operative when there are multiple data streams defined 

between a client and a server. Although the processes described with reference to FIGS. 
6 and 7 are based upon intercepting read and write requests 
at a low level of computing abstraction, it is noted that 
requests at any level (e.g. a higher level such as the level of 
operating system calls) can be intercepted using well-known 20 

methods of software emulation. Regardless of the level of 
abstraction, the installation program builds its environmen-

Many applications that use TCP /IP include a provision for 
a version of the Berkeley UNIX "sockets" API to establish 
multiple data streams from one or more servers to the client. 
There are also Remote Procedure Calls API developed by 
Sun Microsystems for this purpose. Along with the herein-
described protocol analysis, steps of examining the infor
mation requests and responses to detecting opening and 
closing of sockets (or their equivalents) are performed in 

tal requests from basic steps including a simple read step, a 
simple write step, a read-with-consequences step, and a 
write-with-consequences step. 25 these cases to segregate a data stream into logical channels. 

Many variations of the herein-described embodiments of 
the present invention can be formulated. In cases where a 
telephone line is used for both data communication and 
voice communication, the herein-described methods and 
systems can be modified to determine if a call is a voice call 
or a data call, to disable virus screening for the voice call, 
and to enable virus screening for the data call. 

Still further, it is noted that the virus screening methods 
and systems described in U.S. Pat. Nos. 5,319,776 and 
5,623,600, which are hereby incorporated by reference into 
this disclosure, can be used in embodiments of the present 

30 invention. 

A further variation is to have the virus screening service 
be an on-demand service as an alternative to or in addition 35 

to being a subscription service. In this case, the end user can 
prefix the dialing digits of a data call with a code to enable 
screening. The code can have the form of *NN, where each 
N indicates a corresponding dialing digit. The end user may 
omit the *NN code when placing a voice call or calling a 40 

trusted data source. The herein-described methods and sys
tems can be modified to detect the *NN code to enable virus 
screening. 

It is also noted that each of the methods described herein 
can be directed by an article of manufacture comprising a 
computer-readable storage medium and computer-readable 
data stored thereby. Examples of the article include an 
electronic storage medium having electronic data, a mag-
netic storage medium having magnetic data, and an optical 
storage medium having optical data. 

FIGS. 8 to 11 show alternative embodiments of virus 
screening systems. These virus screening systems include a 
service bureau to perform the herein-described virus screen
ing methods. 

FIG. 8 is a schematic diagram of a first alternative 
embodiment of a virus screening system. A user computer It is noted that the herein-described methods and systems 

can use a data decompressor to decompress data. Once 
decompressed, the data can be screened for viruses. 
Thereafter, a data compressor can compress the data to 
communicate to a receiving party. Similarly, the herein
described methods and systems can decrypt data prior to 
virus screening. This is beneficial for detecting newer vari
eties of viruses which are present on encrypted data, and 
may be undetectable until decrypted. Thereafter, the data can 

45 400 having a modem 402 communicates with a modem 404 
associated with an internet service provider 406. The 
modems 402 and 404 communicate via a public switched 
telephone network 410. Other connection means such as an 
integrated service digital network (ISDN), a digital sub-

50 scriber line (DSL), or cellular data can be used to link the 
user computer 400 to the internet service provider 406. 

be encrypted back to its original form if no virus is present. 
The internet service provider 406 communicates with a 

data source 412 via the Internet 414. The internet service 
It is also noted that virus screening can be performed on provider 406 includes a service bureau 420 to download data 

55 from the data source 412 as requested by the user computer 
400. The service bureau 420 screens the data for at least one 

an entire file before communicating the file to a receiving 
party. Alternatively, the virus screening can be performed 
in-line by partitioning the file into small blocks of data, 
screening each block of data, and communicating each 
virus-free block data upon being screened. As is apparent 
from the embodiment described with reference to FIG. 4, 60 

before any block of data can be declared virus-free, it may 
be necessary to examine one or more succeeding blocks 
since a virus signature could extend over several blocks of 
data. 

As another variation, the herein-described methods and 65 

systems can allow virus screening to be enabled and dis
abled one or more times during a single session. In this case, 

virus, and communicates the data to the user computer 400 
if no viruses are detected. 

FIG. 9 is a schematic diagram of a second alternative 
embodiment of a virus screening system. A user computer 
450 having a modem 452 communicates with a modem 454 
associated with a gateway 456. The modems 452 and 454 
communicate via a public switched telephone network 460 
or another connection means. 

The gateway 456 communicates with a plurality of inter
net service providers 462. The internet service providers 462 
are in communication with the Internet 464. The gateway 
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456 provides a service bureau to download data from the 
Internet 464 via at least one of the internet service providers 
462 as requested by the user computer 450. The service 
bureau screens the data for at least one virus, and commu
nicates the data to the user computer 450 if no viruses are 5 

detected. 

14 
they provide a significant improvement in that end users can 
download computer data via the telephone network without 
concern of receiving various predetermined computer 
vIruses. 

Additionally, the virus screening methods and systems 
can examine data unidirectionally (in either direction) or 
bidirectionally between two parties. A party calling a dial-up 
service such as an Internet Service Provider or a Bulletin 
Board Service may elect to only screen data that flows from 

FIG. 10 is a schematic diagram of a third alternative 
embodiment of a virus screening system. A user computer 
500 having a modem 502 communicates with a modem 504 
associated with an internet service provider 506. The 
modems 502 and 504 communicate via a public switched 
telephone network 510 or another connection means. 

The internet service provider 506 communicates with a 
service bureau 512 via the Internet 514. The service bureau 
512 receives downloaded data from a data source 516 as 

10 the service to its computer. An ISP or a BBS may elect 
bidirectional screening for transmitted files and received 
files. 

15 
requested by the user computer 500. The service bureau 512 
screens the data for at least one virus, and communicates the 
data to the internet service provider 506 if no viruses are 
detected. The internet service provider 506, in turn, com
municates the data to the user computer 500 if no viruses are 
detected. 20 

FIG. 11 is a schematic diagram of a fourth alternative 
embodiment of a virus screening system. A plurality of user 
computers 550 communicate with a service bureau 552 via 
a local area network 554. The service bureau 552 has an 

25 
associated modem 556 to communicate with a modem 560 
associated with a data source 562. The modems 556 and 560 
communicate via a public switched telephone network 564 
or another connection means. The plurality of user comput-
ers 550 share access to the service bureau 552 to screen data 30 

from the data source 562. The service bureau 552 routes 
screened data to one or more of the user computers 550 
which made a request therefor. 

It is noted that a network-based virus screening device 
(i.e. a service bureau) can actively communicate with soft- 35 

ware loaded into a user computer. If the network-based virus 
screening device maintains PPP/IPfTCP stacks, the network
based virus screening device can insert IP packets in the PPP 
stream to the user computer and can receive packets 
addressed thereto without passing the packets to the ISP. 40 

Using this approach, a private communication channel can 
be established with the user computer. If the computational 
complexity of this approach is excessive, the user computer 
can communicate a message to the network-based virus 
screening device to selectively activate the virus screening 45 

(such as when downloading a file which potentially has a 
virus). 

It is noted that by establishing a private communication 
channel, a graphical window associated with the virus 
screening service can be open on a graphical desktop of the 50 

user computer. An information stream separate from data 
generated during an Internet session can be displayed within 
the graphical window. The graphical window can include 
graphical buttons which can be user-selected to interact with 
the virus screening service. The size of the graphical 55 

window, the number of graphical buttons, and a rate of 
updating the information can be selected by the virus 
screening service. The information can include headlines, 
interactive advertisements, emergency warning messages, 
and the like. Optionally, the information can be communi- 60 

cated only when the communication associated with the 
Internet session is idle. 

Thus, there has been described herein a concept, as well 
as several embodiments including preferred embodiments of 
a computer virus screening methods and systems. 

Because the various embodiments of the present invention 
screen computer data for viruses in a telephone network, 

65 

Further, embodiments of the present invention create 
models of end users' computers for use in virus screening. 
Using a model, an installation program detects and alters an 
emulated environment of the end user's computer without 
actually altering the end user's computer. 

Still further, by installing downloaded data using the 
virus-screening processor, viruses can be detected in 
installed data (which may differ from the downloaded data). 
Scanning for viruses in the installed data is advantageous 
because an installation program may rearrange segments of 
the downloaded data to make a virus undetectable by 
scanning the downloaded data. 

It will be apparent to those skilled in the art that the 
disclosed invention may be modified in numerous ways and 
may assume many embodiments other than the preferred 
form specifically set out and described above. 

Accordingly, it is intended by the appended claims to 
cover all modifications of the invention which fall within the 
true spirit and scope of the invention. 

What is claimed is: 
1. A virus screening method comprising the steps of: 

routing a call between a calling party and a called party of 
a telephone network; 

receiving, within the telephone network, computer data 
from a first party selected from the group consisting of 
the calling party and the called party; 

detecting, within the telephone network, a virus in the 
computer data; and 

in response to detecting the virus, inhibiting communica
tion of at least a portion of the computer data from the 
telephone network to a second party selected from the 
group consisting of the calling party and the called 
party. 

2. The virus screening method of claim 1 further com
prising the step of communicating a message generated 
within the telephone network to at least one of the first party 
and the second party in response to detecting the virus. 

3. The virus screening method of claim 2 wherein the 
message indicates the presence of the virus in the computer 
data. 

4. The virus screening method of claim 2 wherein the 
message identifies the virus. 

5. The virus screening method of claim 1 further com
prising the step of writing data to a database in response to 
detecting the virus. 

6. The virus screening method of claim 1 further com
prising the steps of: 

within the telephone network, removing the virus from 
the computer data to form second data; and 

communicating the second data from the telephone net
work to the second party. 

7. The virus screening method of claim 1 further com
prising the step of determining that virus screening is to be 
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applied to the call based upon at least one of an identification 
code of the calling party and an identification code of the 
called party. 

8. The virus screening method of claim 1 further com
prising the steps of: 

receiving a telephone number of the called party from the 
calling party prior to routing the call; 

receiving a code which prefixes the telephone number, the 
code comprising at least one telephone dialing digit; 
and 

determining that virus screening is to be applied to the call 
based upon the code. 

9. The virus screening method of claim 8 wherein the code 
comprises *NN wherein each N denotes a corresponding 
telephone dialing digit. 

10. The virus screening method of claim 1 further com
prising the steps of: 

receiving a message from at least one of the calling party 
and the called party; and 

disabling virus screening for subsequent computer data in 
response to receiving the message. 

11. The virus screening method of claim 1 further com
prising the steps of: 

determining within the telephone network whether the 
call is a data call or a voice call; and 

enabling virus screening upon determining that the call is 
a data call. 

12. A virus screening system comprising: 
a telephone switching node to route a call between a 

calling party and a called party, the telephone switching 
node receiving computer data from a first party selected 
from the group consisting of the calling party and the 
called party; and 

a processor associated with the telephone switching node 
to detect a virus in the computer data; 

wherein the telephone switching node is responsive to the 
processor detecting the virus to inhibit communication 
of at least a portion of the computer data to a second 
party selected from the group consisting of the calling 
party and the called party. 

13. The virus screening system of claim 12 wherein in 
response to the processor detecting the virus, the telephone 
switching node communicates a message generated within a 
telephone network to at least one of the first party and the 
second party. 

14. The virus screening system of claim 13 wherein the 
message indicates the presence of the virus in the computer 
data. 

15. The virus screening system of claim 13 wherein the 
message identifies the virus. 

16. The virus screening system of claim 12 further com
prising a database responsive to the processor to store data 
in response to detecting the virus. 

16 
21. The virus screening system of claim 12 wherein the 

processor disables virus screening upon receiving a message 
from at least one of the calling party and the called party. 

22. The virus screening system of claim 12 wherein the 
5 processor enables virus screening upon determining that the 

call is a data call rather than a voice call. 

10 

23. A virus screening method comprising the steps of: 
receiving a first signal representative of computer data 

from a first party of a telephone network; and 
screening the computer data within the telephone network 

for at least one virus. 
24. The virus screening method of claim 23 wherein the 

telephone network includes a public telephone network. 
25. The virus screening method of claim 23 wherein the 

15 computer data is screened at one of a central switching 
office, an end switching office, and a tandem switching office 
of the telephone network. 

26. The virus screening method of claim 23 further 
comprising the step of communicating the computer data to 
a second party of the telephone network if the at least one 

20 virus is absent from the computer data. 
27. The virus screening method of claim 23 wherein the 

step of screening the computer data includes detecting a 
virus in the computer data within the telephone network. 

28. The virus screening method of claim 27 further 
25 comprising the step of inhibiting communication of at least 

a portion of the computer data from the telephone network 
to a second party of the telephone network upon detecting 
the virus within the telephone network. 

29. The virus screening method of claim 28 further 
30 comprising the step of communicating a message generated 

within the telephone network to at least one of the first party 
and the second party upon detecting the virus. 

35 

30. The virus screening method of claim 23 further 
comprising the steps of: 

prior to receiving the first signal, receiving a dialed code; 
and 

determining that virus screening is to be applied to the 
computer data based upon the dialed code. 

40 31. The virus screening method of claim 23 further 
comprising the steps of: 

45 

50 

receiving a message from at least one of the first party and 
a second party; and 

disabling virus screening for subsequent computer data in 
response to receiving the message. 

32. The virus screening method of claim 23 wherein the 
first signal is included in a call involving the first party, the 
virus screening method further comprising the steps of: 

determining within the telephone network whether the 
call is a data call or a voice call; and 

enabling virus screening upon determining that the call is 
a data call. 

33. A virus screening system comprising: 
17. The virus screening system of claim 12 wherein the 

processor removes the virus from the computer data to form 55 

second data, and wherein the telephone switching node 
communicates the second data to the second party. 

a telephone switching office to receive a first signal 
representative of computer data from a first party and to 
screen the computer data for at least one virus. 

34. The virus screening system of claim 33 wherein the 
telephone switching office is within a public telephone 
network. 

18. The virus screening system of claim 12 wherein the 
processor selectively screens the computer data based upon 
at least one of an identification code of the calling party and 60 

an identification code of the called party. 
19. The virus screening system of claim 12 wherein the 

telephone switching node and the processor are within a 
central switching office of a telephone network. 

20. The virus screening system of claim 12 wherein the 65 

processor applies virus screening to the call in response to 
receiving a dialed code from the calling party. 

35. The virus screening system of claim 33 wherein the 
telephone switching office includes at least one of a central 
switching office, an end switching office, and a tandem 
switching office. 

36. The virus screening system of claim 33 wherein the 
telephone switching office communicates the computer data 
to a second party if the at least one virus is absent from the 
computer data. 
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37. The virus screening system of claim 33 wherein the 
telephone switching office detects a virus in the computer 
data. 

18 
47. The virus screening method of claim 43 wherein the 

step of modifying the model includes: 

38. The virus screening system of claim 37 wherein the 
telephone switching office inhibits communication of at least 5 

a portion of the computer data to a second party upon 
detecting the virus. 

detecting a read request made by the executable program, 
the read request to read a value from a memory 
location; 

determining if the memory location is represented in the 
model; and 

39. The virus screening system of claim 38 wherein the 
telephone switching office communicates a message gener
ated within a telephone network to at least one of the first 10 

party and the second party upon detecting the virus. 

if the memory location is unrepresented in the model, 
retrieving a value of the memory location from at least 
one of the second computer and a stored image of the 
second computer and storing the value to the model. 

48. A virus screening system comprising: 40. The virus screening system of claim 33 wherein the 
telephone switching office determines that virus screening is 
to be applied to the computer data based upon a dialed code 
received prior to receiving the first signal. 

41. The virus screening system of claim 33 wherein the 
telephone switching office disables virus screening for sub
sequent computer data in response to receiving a message 
from at least one of the first party and a second party. 

42. The virus screening system of claim 33 wherein the 
first signal is included in a call involving the first party, and 
wherein the telephone switching office enables virus screen
ing for the call upon determining that the call is a data call 
rather than a voice call. 

43. A virus screening method comprising the steps of: 
receiving computer data which includes an executable 

program; 

providing a first computer having a model of a second 
computer; 

modifying the model by executing the executable pro
gram using the first computer; and 

screening the model for at least one virus to determine if 
the executable program has a virus. 

44. The virus screening method of claim 43 further 
comprising the steps of: 

detecting a virus in the model; and 
inhibiting communication of at least a portion of the 

computer data to the second computer in response to 
detecting the virus in the model. 

45. The virus screening method of claim 43 further 
comprising the step of communicating the computer data to 
the second computer if the at least one virus is absent from 
the model. 

15 

a first computer to receive computer data which includes 
an executable program, the first computer operative to 
provide a model of a second computer and to modify 
the model by executing the executable program, the 
first computer to screen the model for at least one virus 
to determine if the executable program has a virus. 

49. The virus screening system of claim 48 wherein in 
20 response to the first computer detecting a virus in the model, 

communication of at least a portion of the computer data to 
the second computer is inhibited. 

50. The virus screening system of claim 48 wherein the 
first computer communicates the computer data to the sec-

25 ond computer if the at least one virus is absent from the 
model. 

51. The virus screening system of claim 48 wherein the 
first computer modifies the model by detecting a write 
request made by the executable program, the write request 

30 to write a value to a memory location, determining if the 
memory location is represented in the model, modifying the 
model to include a representation of the memory location if 
the memory location is unrepresented in the model, and 
writing the value to the representation of the memory 

35 location. 
52. The virus screening system of claim 48 wherein the 

first computer modifies the model by detecting a read 
request made by the executable program, the read request to 
read a value from a memory location, determining if the 

40 memory location is represented in the model, and if the 
memory location is unrepresented in the model, retrieving a 
value of the memory location from at least one of the second 
computer and a stored image of the second computer and 
storing the value to the model. 

46. The virus screening method of claim 43 wherein the 45 

step of modifying the model includes: 

53. An article of manufacture comprising: 
a computer-readable storage medium; and 
computer-readable data stored by the computer-readable detecting a write request made by the executable program, 

the write request to write a value to a memory location; 

determining if the memory location is represented in the 50 

model; 

modifying the model to include a representation of the 
memory location if the memory location is unrepre
sented in the model; and 

writing the value to the representation of the memory 55 

location. 

storage medium, the computer-readable data to direct a 
first computer to receive computer data which includes 
an executable program, to provide a model of a second 
computer, to modify the model by executing the 
executable program, and to screen the model for at least 
one virus to determine if the executable program has a 
VIruS. 

* * * * * 
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and hierarchical review and gating of the messages. The 
system can route any type of data object, and apply the 
business rules to such objects in a similar manner. 
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1 2 

With the increasing reliance on e-mail for all types of 
corporate communications, it is becoming increasingly 
desirable for an organization to be able to define and 
automatically enforce communication policies with respect 

AUTOMATED POST OFFICE BASED RULE 
ANALYSIS OF E-MAIL MESSAGES AND 

OTHER DATA OBJECTS FOR 
CONTROLLED DISTRIBUTION IN 

NETWORK ENVIRONMENTS 5 to the handling of e-mail messages in their e-mail systems. 

FIELD OF THE INVENTION 
An organization should be able to define specific business 
rules which implement its business communication policies, 
and apply these business rules to all e-mail messages on the 
e-mail system in order to monitor and control the distribu-

The present invention relates generally to electronic mes
saging systems, and more particularly to electronic messag
ing systems that enable the application of business commu
nication policies for controlling distribution of electronic 
messages and other data objects. 

10 tion and handling of e-mail messages. In particular, it is 
desirable to provide such business rules within a post office, 
so that the business rules may be applied to all e-mail 
messages handled by the post office, regardless of their 

BACKGROUND OF THE INVENTION origin or destination. 
Conventionally, however, organizations have not had the 

ability to define and automatically enforce communication 
policies with respect to the handling of e-mail messages by 
post offices. This is because conventional post offices are 
designed to implement existing e-mail protocols, which are 

20 based on unabated delivery. As a result these post offices are 
not designed to apply business rules to e-mail messages 
which either intentionally delay or prohibit delivery of 
e-mail messages. Delayed, intercepted, or prohibited deliv
ery is antithetical to the unabated delivery concept, and thus, 

Many corporate organizations have elaborate methods to 15 

control the flow of memorandum, publications, notices, and 
other printed information within the organization. An orga
nization may limit the types of documents employees can 
distribute at work, and in some cases, control which persons 
within an organization communicate with each other. For 
example, the organization may prohibit the distribution of 
memoranda to all employees in order to reduce photocopy
ing costs; it may except this rule for individuals with specific 
corporate positions, such as the president or chairman. As 
another example, an organization may filter documents that 
are to be sent to specific persons or departments, or it may 
automatically copy (archive) documents distributed by cer
tain persons or departments. Finally, organizations ordi
narily have rules that prohibit distribution of certain types of 
documents, such as those containing disparaging, sexist, or 30 

profane materials. These various rules are typically docu
mented as part of the organization's business communica
tion policies, and managed by the personnel, human 
resources, or other departments. 

25 conventional post offices do not provide this ability. 

Most organizations today also use electronic messaging 35 

systems, or e-mail, for inter- and intra-company communi
cations. Generally, an e-mail system comprises one or more 
post offices, zero or more mail servers and a relatively large 
number of e-mail client applications. The post offices are 
distribution mechanisms which receive e-mail messages 40 

from client applications (both within the organization and 
external thereto) and transfer these e-mail messages to other 
post offices associated with the specified recipients, who 
again are both within and external to the organization or 
system. Conventional post offices operate on a store and 45 

forward model, where an e-mail message is stored only 
temporarily for the duration it takes to route the message to 
the next post office(s). 

In e-mail systems which use mail servers, post offices 
deliver incoming messages to a mail server which persis- 50 

tently stores the messages for the recipients. The recipients 
access the messages via the client applications. In some 
systems where mail servers are not used, the post offices 
deliver e-mail messages directly to the client applications. 
The e-mail client applications are end-user applications for 55 

creating, reading, and managing a user's individual e-mail 
account. 

The fundamental operating paradigm of conventional post 
offices and mail servers is unabated delivery, which is 
intended to deliver an e-mail message from its sender to its 60 

recipients as directly as possible, with no interference from 
other users or administrators. Thus, a conventional post 
office receives and routes a message as quickly as possible, 
and does not purposely delay routing in order to process or 
otherwise delay the message. Existing e-mail protocols, such 65 

as Simple Mail Transfer Protocol (Internet RFC 821), all are 
intended to operate by unabated delivery. 

Similarly, conventional mail servers, which normally only 
serve messages to client applications, do not process or 
otherwise delay message delivery in order to apply business 
rules thereto. 

At best, most available e-mail systems do allow the 
individual user of the e-mail client application to define how 
e-mail messages received or sent by that specific e-mail 
client application are to be handled. For example, the user of 
an e-mail client application may decide to store e-mail 
messages received from particular senders in various mail
bags or directories. However, conventional e-mail systems 
do not enable the organization to define specific business 
communication policy based rules for the post office itself to 
use in order to control the delivery of e-mail messages. Since 
all e-mail messages are received and routed by a post office, 
it is desirable to provide such ability directly at the post 
office rather than at the individual client application, which 
would at best provide only limited, and inconsistent rule 
application. 

It should be noted that from a technical standpoint, 
conventional post offices do employ routing rules for routing 
and addressing e-mail messages. These rules however, are 
merely physical, data, or transport layer protocol rules 
(layers 2, 3, 4 of the OSI model), and describe only the low 
level handling of the e-mail message. Control of the delivery 
of e-mail messages by the post office itself is at the appli
cation or session layer (layer 7, 6). Thus, existing low level 
filtering rules do not provide the desirable ability to define 
business rules which implement business communication 
policies for handling e-mail messages. 

E-mail messages are but one type of data object which are 
communicated over networks. In addition to the use of 
e-mail systems, organizations use their internal and external 
networks to distribute and route many other types of data 
objects, such as database records, forms, application 
programs, and so forth. However, there as yet appears no 
mechanism by which an organization can control the distri
bution of such data objects in light of business communi
cation policies. Accordingly, it is desirable to provide a 
generalized data server that includes the ability to define 
business rules for handling the distribution of various types 
of data objects. 
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SUMMARY OF THE INVENTION 
4 

being handled, but rather in response to statistical perfor
mance factors for the post office. For example, a business 
rule to defer delivery of an e-mail message may be triggered 
when the average throughput of the post office exceeds a 

5 defined threshold. Thus, the business rules may be respon
sive to any discrete factors that reflect the business commu
nication policies of the organization. 

The present invention overcomes the deficiencies of con
ventional systems and provides the beneficial ability to 
define business rules that implement business communica
tion policies for controlling the handling of e-mail messages 
and other data objects by a data server. In the present 
invention, a data server is an e-mail type post office that 
includes the ability to directly distribute any general form of 
data in addition to e-mail messages. The present invention 
enables the data server to monitor e-mail messages and other 10 

data objects, and to selectively gate, delete, forward, copy, 
release, or return e-mail messages and other data objects by 
applying the business rules to the messages and data 
received at the post office for delivery to others. Gating 
messages re-route the e-mail message from its specified 15 

recipients to a gatekeeper at a gatekeeping post office. Here, 
the gated message is additionally reviewed (either manually 

In accordance with the present invention, the rule engine 
operates with the database to apply the business rules to each 
e-mail message, in order to determine a set of actions (one 
or more) to be applied to the e-mail message. 

In accordance with another aspect of the present 
invention, there are defined "bypass roles" that enable an 
e-mail message to be released (delivered) without further 
rule application by the rule engine. Bypass roles are asso
ciated with specific corporate positions, rather than specific 

or automatically) and further processed, which again may 
include any of the above actions. 

In accordance with one embodiment of the present inven
tion for distribution of email and related data formats, a post 
office includes a receipt engine, a database of business rules, 

persons (or e-mail addresses). For example, the corporate 
position of President may be a bypass role, such that all 
e-mail messages from the President are released without 

20 further application of the business rules. 

a rule engine, and a distribution engine. The receipt engine 
provides support for conventional e-mail protocols, such as 25 

SMTP or POP, so as to be able to receive e-mail messages 
from both internal client e-mail applications, and external 
e-mail systems. 

The database of business rules are used to implement 
business communication polices of the organization. Each 30 

business rule describes a particular action to be applied to an 
e-mail message in response to either attributes of the e-mail 
message or performance data of the post office. For example, 
a business rule may specify actions such as deleting the 
e-mail message, gating the e-mail message for further 35 

review, copying the e-mail message, returning the e-mail 
message to its sender without delivering it, forwarding the 
e-mail message to a new recipient, or releasing an e-mail 
message to its specified recipients. The attributes of an 
e-mail message which may trigger application of a business 40 

rule include, for example, the size of the e-mail message, the 
number of attachments, the size of individual or all 
attachments, the text of the message or its subject line, the 
inclusion of specific addresses or distribution lists, and other 
message-specific attributes. For example, a business rule to 45 

gate an e-mail for further review may be triggered for any 
e-mail message that is addressed to the president of the 
company. As another example, a business rule that returns an 
e-mail message to its sender may be triggered when the 
e-mail message or its attachments exceed a certain size, or 50 

that are addressed to a particular distribution list, such as 
"All Employees." 

Business rules may also be used at the post office to direct 
incoming e-mails to particular employees for further han
dling. For example, a business rule may forward an e-mail 55 

message from outside of the company to a particular 
employee or user (e.g., Marketing Director) when the text of 
message matches specific keywords or other properties (e.g., 
text within the message matching product name keywords), 
even where the employee is not one of the originally 60 

specified recipients. 

The rule engine provides for each e-mail message it 
processes a set of actions to the distribution engine. The 
distribution engine is responsible for handling the e-mail 
message according to the set of actions. These actions may 
instruct the distribution engine to release the e-mail 
message, gate the e-mail message by delivering it to a 
specified gatekeeping post office, delete the e-mail message 
without delivering it, return the e-mail message to the 
sender, and so forth, as described above. In one embodiment, 
each action has a predefined priority level. The distribution 
engine then reviews the set of actions and applies the action 
having the highest priority level. For example, assume that 
as the result of different business rules being applied by the 
rule engine, the set of actions includes both deleting the 
message and copying the message. Deleting an e-mail 
message may be defined as a higher priority action than 
copying the message. Accordingly, the distribution engine 
would delete the e-mail message, without copying it. 

More particularly, the present invention provides the 
ability to gate e-mail messages by altering the delivery of the 
e-mail message from its specified recipients to a gatekeeping 
post office, where they are stored for further review and 
handling. These gated e-mail messages may be manually 
reviewed by a corporate administrator designated as a 
gatekeeper, and either released, returned to the sender, 
deleted, forwarded, or copied. The gated e-mail messages 
may also be automatically processed by an independent set 
of business rules, and again various different actions may be 
applied. Because each gatekeeping post office may act 
independently, it may further gate the e-mail message to yet 
another gatekeeping post office. This enables distributed, 
network gatekeeping and review of the e-mail messages by 
any number of corporate officials designated as gatekeepers. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is an illustration of a gatekeeping e-mail message 
system in accordance with the present invention. 

FIG. 2 is an illustration of the software architecture of a 
rule enforcing post office. 

FIG. 3 is an illustration of the software architecture of a 
gatekeeping post office. 

These various types of business rules enable the organi
zation to apply very detailed, automatic control over all 
e-mail messages being handled by one or more post offices 
in the company's e-mail system. 

FIGS. 4A and 4B are flow diagram of the overall process 
65 of gatekeeping e-mail messages. 

Alternatively, a business rule may be triggered by condi
tions completely external to any particular e-mail message 

FIG. 5 is a flow diagram of the process of defining 
business rules within the rule base. 
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FIG. 6 is an illustration of a user interface for selecting 
rule enforcing post office to use a checkpoint. 

FIG. 7 is an illustration of a user interface for designating 
checkpoint bypass roles. 

FIG. 8 is an illustration of a user interface for defining 
specific business rules. 

FIG. 9 is an illustration of a code point model for storing 
business rules. 

FIG. 10 is an illustration of the data flow within a rule 
enforcing post office. 

FIG. 11 is an illustration of the data flow within a rule 
engine for processing a message using the rule base. 

6 
A gatekeeper administration program 108 ("GKADMIN 

108") is used by system administrators to configure the 
various REPOs 102 and GPOs 106 of the system. A gate
keeper interface client 107 ("GKI 107") is used by indi-

5 vidual gatekeepers to access and review gated messages. A 
gatekeeper is a human administrator assigned a gatekeeper 
role and having responsibility for reviewing gated messages. 

An organizational database 111 stores organizational 
information, including an organizational hierarchy of orga-

10 nizational roles and the individuals assigned to such roles. 
This information is used by the REPOs 102 and GPOs 106 
to apply various rules to messages based on the role of the 
sender or recipient. 

FIG. 12 is a flow diagram of the operation of the evaluator 
for evaluating an e-mail message with respect to the rule 15 

base. 

II. Overview of a Rule Enforcing Post Office 
A conventional post office acts as a mail transfer agent, 

and provides only for mail transfer based on a temporary 
store and forward model. A REPO 102 is a post office that, 
in addition to conventional functionality for transferring 
messages, enforces an organization's business communica-

FIG. 13 is a flow diagram of the operation of the distri
bution engine for handling e-mail messages based on the 
action list for each message. 

FIG. 14 is an illustration of the structure of a wrapped 
message. 

FIG. 15 is a flow diagram of a process for configuring a 
gatekeeping post office. 

20 tions policies by applying to each e-mail message received 
(either from local e-mail clients applications 110 or other 
remote post offices) business rules which define actions to be 
applied to an e-mail message according to various attributes 

FIG. 16 is an illustration of a user interface for config- 25 

uring a gatekeeping post office. 

of the message or the state of the REPO 102 itself. 
Referring now to FIG. 2, there is shown the software 

architecture of one embodiment of a REPO 102. A REPO 
102 includes functional modules for receiving, processing, 
and distributing e-mail messages to and from e-mail client 
applications 110 and other post offices (including REPOs 

FIG. 17 is an illustration of user interface for assigning 
organizational roles to gatekeeper roles. 

FIG. 18 is an illustration of the operation of the receipt 
engine of a gatekeeping post office. 

FIG. 19 is an illustration of a user interface for accessing 
gated messages in a gatekeeper's inbox. 

FIG. 20 is an illustration of a user interface for reviewing 
a gated message. 

FIG. 21 is an illustration of a user interface for returning 
a gated message to its sender. 

FIG. 22 is a flow diagram of the operation of the gate
keeping post office during automatic message processing. 

DETAILED DESCRIPTION OF IRE 
PREFERRED EMBODIMENTS 

I. System and Operational Overview 
Referring now to FIG. 1 there is shown one embodiment 

of a gatekeeping e-mail communication system of the 
present invention. An electronic communication system 100 
operates on a conventional communications network 104, 
which may be a LAN, WAN, MAN, or the Internet. 

Communicatively coupled to the network through con
ventional e-mail protocols, such as SMTP, POP3, and the 
like are one or more rule enforcing post offices 102 ("REPO 
102") and one or more gatekeeping post offices 106 ("GPO 
106"). In addition, a conventional post office 109 may be 
present to provide conventional mail transfer functionality 
for transferring e-mail messages to and from the REPOs 
102, and GPOs 106. Additionally, conventional mail servers 
and conventional post office/mail server combinations may 
be present. 

30 102, GPOs 106, and conventional post offices 109). These 
functional modules are provided by a receipt engine 200, a 
rule engine 210, and a distribution engine 230, respectively. 
Supporting data storage includes a message index 240 and a 
message store 250. Also included are a routing engine 220 

35 and routing tables 260. 
The receipt engine 200 provides a standard communica

tion protocol interface (e.g., SMTP, MRS) to other post 
offices in order to receive e-mail messages from such post 
offices, and from any e-mail client applications 110 directly 

40 associated with the REPO 102. The receipt engine 200 
temporarily indexes and stores received messages in the 
message index 240 and message store 250 during processing 
of the message. The message store 250 generally provides 
for temporary storage of message objects for subsequent 

45 distribution by the distribution engine 230. The message 
index 240 provides interfaces to the rule engine 210 and the 
distribution engine 230 to enable these modules to retrieve 
e-mail messages from the message store 250, to enable the 
rule engine 210 to access stored messages for processing 

50 prior to any distribution. 
The routing engine 220 cooperates with the routing tables 

260 in a conventional manner to determine, given recipient 
or addressee information of an incoming message, the 
proper post office and mail protocols for further delivery of 

55 the message. The routing engine 220 provides the routing 
information to the distribution engine 230 when necessary to 
continue delivery of the message. 

The rule engine 210 operates in conjunction with a rule 
base 270 to process incoming messages with business rules 

60 defined in the rule base 270. The rule base 270 stores one or 

Communicatively coupled to REPOs 102 are conven
tional e-mail client applications 110. The e-mail client 
applications 110 are capable of generating and receiving 
e-mail messages in a conventional manner for individual 
users. Users may use the e-mail client applications 110 to 
address e-mail messages to other e-mail client applications 
110 associated with any of the post offices 109, 102, 106. In 
this disclosure the terms .. e-mail message" and "message" 65 

are used interchangeably and are intended to have the same 

more sets of business rules. Business rules are input into the 
rule base 270 using the GKADMIN 111. In this disclosure, 
"business rule" and "rule" are used interchangeably and are 
intended to have the same meaning. Each set of business 
rules is referred to as a "checkpoint," and a REPO 102 is 
alternatively known as a checkpoint post office. Each busi
ness rule specifies an action to be applied to a message by meaning. 
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the distribution engine 230. The actions are output by the 
rule engine 210 in the form of an action list which is read and 
interpreted by the distribution engine 230. 

Instead of operating under the conventional unabated 
delivery paradigm, the distribution engine 230 handles 5 
e-mail messages in accordance with actions specified for the 
messages in the action list. The distribution engine 230 
supports conventional mail protocols for delivering mes
sages to other post offices, both conventional and servers 
such as the REPO 102 and GPO 106. One of the significant 10 

actions of the distribution engine 230 is to "gate" an e-mail 
message by delivering it to one or more GPOs 106 instead 

8 
these messages to other components for indexing, storage, 
and processing. Because the GPO 106 receives gated mes
sages from other post offices, the receipt engine 200 includes 
additional functionality for handling gated messages. This 
additional functionality includes distinguishing gated mes
sages from non-gated messages as messages are being 
received, and providing gated messages to the inbox of a 
gatekeeper while providing non-gated messages to the 
receipt engine 282 for rule processing as described above. 
Further, the GPO 106 includes additional functionality, for 
example, as part of its program executive, to automatically 
review messages on a periodic basis and perform defined 
actions upon such messages. 

The rule engine 210 operates in conjunction with a 

of delivering it to any of the recipients specified by the 
sender. This gating action enables administrative review of 
the e-mail message by a gatekeeper administrator prior to 
any delivery. 

A REPO 102 may also include a mail server component, 

15 gatekeeping rule base 289, which stores a set of business 
rules for handling gated messages, and with a rule base 270 
as described above for handling non-gated messages. The 
rules for the gatekeeping rule base 289 may be different from 

so that client applications may communicate with the mail 
server to receive messages delivered to the REPO 102. In 
this embodiment, when the REPO 102 receives a message 
for a specified recipient associated with the post office, it 20 

transfers the message to an inbox for the mail server, which 
in turn makes the message available to the appropriate mail 
client application. In this embodiment, a master table folder 
280 is optionally provided that defines, typically for each 
user associated with the REPO 102, a collection of folders 25 

(also called "mailbags" herein) for indexing stored mes
sages. In this variation, the message store 250 is used for 
persistent storage of messages, enabling them to be served 
to client applications by the mail server. 

the rules applied at one of the REPOs 102 in the rule base 
270 of the GPO 106, and in particular can be specifically 
adapted by the administrator with the intent of handling 
gated messages received from a REPO 102 or other GPOs 
106. 

To support the receipt and review of gated messages 
outside of the conventional delivery paradigm, a GPO 106 
provides a gatekeeping message index 287 and gatekeeping 
message store 288 which is used to store gated messages 
prior to review and processing. The gatekeeping message 
index 287 and gatekeeping message store 288 are preferably 

III. Overview of a Gatekeeping Post Office 30 separate from the message index 285 and message store 286 
used for storing messages during normal rule processing and 
transfer. This is because during the gatekeeping phase stor
age is transient, typically for only as long as necessary to 

A GPO 106 is a post office that provides for administrative 
review and processing of gated messages. A GPO 106 
provides for both manual review by a gatekeeper-a person 
designated to review gated messages-and automatic 
review and processing using its own set of business rules. 35 

Processing applies various actions to gated messages, 
including deleting the message without delivering it to the 
specified recipients, returning a message to its sender, copy
ing a message prior to sending, editing a message, forward
ing the message to a new recipient, and releasing a message 40 

for distribution to its specified recipients. A GPO 106 
provides for both immediate execution of these processing 
actions or delayed execution. Thus, the primary function of 
the GPO 106 operates contrary to the conventional unabated 
delivery model by adding an additional processing and 45 

review layer between the sending of the message and its 
receipt (if ever) by the originally specified recipients. 

There are two basic embodiments of a GPO 106. First, a 
GPO 106 may provide only gatekeeping functionality, as a 
post office which only receives gated messages, but other- 50 

wise is not used to rule process other messages as does a 
REPO 102. Second, a GPO 106 may also include the 
functionality of a REPO 102, and receive both gated mes
sages and non-gated messages, and provide all of the rule 
processing functionality of a REPO 102 on such incoming 55 

non-gated messages. For the purposes of this disclosure, this 
integrated embodiment will be discussed first. 

Referring now to FIG. 3, there is shown one embodiment 

process the messages. In contrast, the gatekeeping message 
index 287 and gatekeeping message store 288 are used for 
persistent storage of gated messages until reviewed and 
processed, which may require storage for extended periods 
of time (e.g., 30 days). 

FIG. 2 illustrates this embodiment with two distinct 
message indices and message stores. A regular message 
index 285 indexes all regular (non-gated) messages received 
by the GPO 106, which are then stored in the regular 
message store 286. Gated messages however are indexed in 
a gatekeeping message index 287, and stored in the gate-
keeping message store 288. The GPO 106 distinguishes a 
gated message from a non-gated message by whether or not 
it is a wrapped message. 

Messages in the gatekeeping message index 287 are 
categorized into a number of folders for subsequent han
dling. In this disclosure the term "mailbag" is used inter
changeably with the term "folder." The master folder table 
290 defines these folders and their parameters. The master 
folder table 290 includes an inbox for each gatekeeper, into 
which gated messages for that gatekeeper are placed. Useful 
folders which may be defined include a return folder, a 
delete folder, and a release folder; other folders may also be 
created as needed by a gatekeeper. Each folder has a unique 
folder ID which is stored with the message in the message 
index 240 and a folder name. 

In one embodiment, each folder has two time parameters 
associated with it: a release date and a retain date. The 
release date is the date on which all messages in the folder 
are released. The retain date is the date up to which all 
messages in the folder are retained, and then deleted on the 

of a GPO 106. Like a REPO 102, a GPO 106 includes a 
receipt engine 282, a rule engine 283, and a distribution 60 

engine 284. The GPO 106 extends the functionality of the 
receipt engine 282 and distribution engine 284 to handle 
messages which have been gated to the GPO 102, including 
providing functionality for automatically reviewing mes
sages. 65 specified date. Using these attributes, a gatekeeper can 

create any number of folders to release or delete gated 
messages after various times. The earliest time parameter is 

The receipt engine 282 operates in a manner similar to 
that described above to receive messages and to provide 
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always executed first. FIG. 19, for example, shows a release 
folder 1902 with a release date of Jun. 1, 1997, and a delete 
folder 1904 with a retain date of Sep. 1, 1997. 

10 
e-mail messages. In one embodiment, the rules are defined 
using the GKADMIN 108 which can directly edit the rule 
base of any GPO 106 or REPO 102. The business rules are 

In another embodiment, more sophisticated processing is 
provided with the folders. In this embodiment, each folder 5 

also has a time parameter, and an action associated with the 
folder. A folder action is a gatekeeper-defined action to be 
applied to the messages in the folder according to the time 
parameter. The actions include gating, forwarding, copying, 
deleting, or returning the messages. In addition, complex 10 

action sequences may also be defined by a gatekeeper, such 

preferably consistent with the business communication poli
cies used by the business, or may extend or modify such 
communication policies. These business rules are stored in 
the rule base 270 of one or more REPOs 102. In addition, 
business rules for handling gated messages are created and 
stored in the gatekeeping rule base 289 of one or more GPOs 
106. It is anticipated that the business rules stored in the 
REPOs 102 will be different in some respect than those 
stored in the GPOs 106, since the function of a GPO 106 is 
to further process messages that have already once been 
processed and gated by a REPO 102. 

as copying and then deleting messages. This flexible defi
nition of the folder actions enables a gatekeeper to precisely 
control the processing applied to gated messages. 

The time parameters may be either: 
1. A delta time: This parameter specifies an amount of 

time after which a message in the folder is acted upon 
according to the folder action. The delta time is measured by 
the GPO 106 relative to a timestamp of the message. 

In addition to defining various business rules for specific 
15 actions to be applied to messages, the administrator may also 

define bypass roles. A bypass role is an organizational 
position within the organization for which a message from 
a sender with a bypass role is passed through a REPO 102 

2. A time interval: a periodic time interval for acting upon 20 

messages in the folder. All messages in the folder are acted 
upon according to the folder action at the same time upon 
expiration of the interval. 

without any other rule processing. For example, the presi
dent of the company would be a typical bypass role, and all 
messages from the president would then not be subject to the 
other rule processing or gating operations of a REPO 102. 
Thus, bypass roles are used to define the exceptional case of 
unabated delivery in the context of the invention. The bypass 
roles are defined with respect to company position, and not 
with respect to actual user names. This allows a change in 

3. Fixed time: a specific date and/or time at which all 
messages in the folder are acted upon according to the folder 25 

action. 
Generally, the inbox has a delta time parameter associated 

with it, while the other folders have a time interval param
eter. 

Each folder may also be associated with a gatekeeper role, 
which identifies the owner of the folder as the gatekeeper 
who created the folder. This allows the gatekeeper who 
created the folder to reset the time parameter and action. 

An embodiment including two segregated message indi
ces 285, 287 is desirable because it enables the rule engine 
283 and the distribution engine 284 to very quickly distin
guish gated messages which tend to have relatively long or 
persistent storage, from non-gated messages which are 
stored only on a temporary basis, without having to use 
processing time to filter the distinct types of messages from 
each other. 

A gatekeeper accesses gated messages through the GKI 
107. With this application, the gatekeeper manually reviews 
a gated message in an inbox assigned to that gatekeeper, and 
either directly acts upon the message to release, return, 
delete, copy, or edit the message, or delays disposition of the 
message by moving the message with one of the other 
folders which will be automatically processed at a later time. 
The GKI 107 also supports automatic processing of gated 
messages, as further explained below. 

The REPOs 102 and the GPOs 106 are preferably imple
mented as software products executing on conventional 
server-class computers, such as Sun Microsystems Inc.'s 
SPARCTM based workstations and server, or IBM compat
ible computers based on Intel Inc.'s Pentium™ processors. 
The servers operate in conjunction with conventional oper
ating systems, such as UNIXTM, or Microsoft Corp.'s Win
dows95™ or WindowNTTM. 
IV. Operational Overview 

Referring now to FIGS. 4A and 4B, there is shown a 
flowgraph of the overall process of processing and gating 
e-mail messages in accordance with the present invention. 
Operation of an e-mail system in accordance with the 
present invention may be understood as having three distinct 
phases: rule definition, message processing, and gating. 

During the rule definition phase, an administrator or 
gatekeeper defines 402 various business rules for handling 

the holder of the bypass role, without the administrator 
having to manually redefine the bypass role, as would be the 
case if the bypass ability were directly associated with a user 

30 name. The role information for bypass roles is held in the 
organizational database 111. 

In the message processing phase, the REPOs 102 and 
GPOs 106 are operational for receiving and distributing 
messages. A message is received 404 at a REPO 102 from 

35 another post office or client application. With the REPO 102, 
the receipt engine 200 indexes the message in the message 
index 240 and provides it to the rule engine 210. The rule 
engine 210 checks 406 whether the sender has a bypass role. 
If so, the message is released 408 by the distribution engine 

40 230. The message may be delivered to the specified recipi
ents at other post offices, or it may be gated at a REPO 102 
that does not recognize the particular bypass role. 

If the sender of the message does not have a bypass role, 
the rule engine 210 processes 410 the message with the 

45 business rules in the rule base 270 to determine the appro
priate action(s) for handling the message. Typically, at least 
one business rule will be satisifed, and thereby specify the 
action to be applied to the message. The action is commu
nicated to the distribution engine 230, which applies 412 the 

50 action to the message. If there are multiple actions, the 
distribution engine 230 selects a highest priority action, and 
applies it to the message. The distribution engine 230 may 
release 408, return 416, gate 418, copy 420, forward 421, or 
delete 422 the message. When a message is gated 418, it is 

55 not delivered to its initially specified recipients. Instead, the 
gating action specifies a gatekeeper role at a GPO 106 who 
is to review the message. Accordingly, the distribution 
engine 230 sends the message to this gatekeeper. When a 
message is forwarded 421, it is delivered to a new recipient, 

60 typically one other than a specified recipient; the new 
recipient is specified by the applicable business rule which 
was satisfied. 

A REPO 102 operates continuously in this mode of 
receiving and processing messages. A GPO 106 which 

65 includes rule processing functionality on incoming mes
sages also operates in this manner with respect to non-gated 
messages. 
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The gating phase is applied by a GPO 106 to messages 
that have been gated 418 by a REPO 102 or other GPO 106. 
A gated message is received 424 at a GPO 106, indexed in 
the gatekeeping message index 287 and initially placed in an 
inbox for the gatekeeper to whom the message has been 5 

gated. 
The present invention provides for two types of gatekeep

ing review, manual review and automatic review. Each of 
these types of reviews may result in actions that are imme
diately executed, or actions for which execution is delayed. 10 

During manual review, the gatekeeper evaluates 428 any 
or all of the messages in the inbox, and may immediately 
execute an action on the message, including releasing 430 
the message, returning 432 the message to its sender (with 
or without an explanation as to why it was returned and not 15 

delivered), deleting 434 the message, copying 436 the 
message, and gating the message by forwarding 438 it to yet 
another gatekeeper, or otherwise forwarding 438 the mes
sage to another recipient for further handling. In addition, 
the gatekeeper can edit 440 a message, for example to 20 

remove offensive language, delete an attachment, or the like. 
After editing, the gatekeeper can release 430 the message for 
further delivery (to the specified recipients or other 
recipients), or return 432 it to the sender with an explanation 

12 
rule base 289 to determine an appropriate action. This action 
may be any of the actions described above (release, delete, 
copy, forward, return). Alternatively, the action may be to 
move the message into one of the mailbags, such that the 
GPO 106 executes 449 the appropriate action for that 
mailbag upon expiration to the time parameter for that 
mailbag, as described above. 

The operations of the GPO 106 and REPO 102 are 
concurrent and independent of each other. 

As noted, a gatekeeper at a GPO may manually gate a 
message to another GPO 106. Also, a message may be 
automatically gated by one GPO 106 to another GPO 106, 
where it may be reviewed independently by another 
gatekeeper, or again, automatically by that second GPO 106. 
This feature allows for either hierarchical or distributed 
gatekeeping of messages by any number of independently 
operating GPOs. That is, a message may be processed 
through a series GPOs 106, each of which may apply its own 
set of rules for processing and further handling the message. 
Thus, while a first or second GPO 106 may not delete or 
return a message, an nth GPO 106 may in fact delete the 
message or simply release it to its specified recipients. 

The three phases of rule definition, message processing, 
and gating are illustrated in FIGS. 4A and 4B in a linear 

of why the message was not delivered. 25 fashion, but it is understood that the distinct phases can 
operate concurrently with each other. That is, once rules are 
defined, the message processing phase operates as its own 
process on any number of REPOs 102. Similarly, the gating 

Alternatively, the gatekeeper may decide to delay execu
tion of an action such that it is applied to a set of messages 
instead of individually. For delayed execution, the gate
keeper moves 442 a message to a mailbag which has a 
defined time parameter. The mailbag may have a specifically 30 

defined action, such as a release mailbag 444, a return 
mailbag 445, a delete mailbag 446, a forward mailbag 447, 

phase occurs concurrently at various GPOs 106. Thus, each 
phase contributes independently to the overall operation of 
the system. 

The operation of the REPOs 102 and GPOs 106 is here 
or a review mailbag 448, or it may simply have a release and 
retain date. The GPO 106 periodically checks the time 
parameters of the various mailbags and executes 449 an 35 

appropriate action for each mailbag upon expiration of its 
time parameter. For example, a delete mailbag 446 may have 

described with respect to e-mail messages. However, the 
present invention and the described embodiments are not 
limited to processing e-mail messages. The present inven
tion and the described embodiments also operate on any 
other types of data objects that may be distributed over a 
network. For example, a data server may be used in an 
organization to route data objects such as forms, 
spreadsheets, applets, code objects, database information, or 
any other type of data directly from a sender to any number 

an interval time parameter of 30 days; all messages in this 
mailbag are deleted once every 30 days. Alternatively, a 
release mailbag 444 may have a specific release date, and the 40 

GPO 106 checks to see if the current date matches the 
release date, and if so, releases the messages in the mailbag. 
This approach lets a gatekeeper manually review some 
messages and immediately act on some messages, while 
delaying actions on other messages. 

In addition, the gatekeeper may review the message and 
not perform any action on it at all, including not releasing the 
message. In this instance, the message simply remains in the 
gatekeeper's inbox. 

Automatic review is also provided by the GPO 106, for 
example as part of its basic functionality or program execu
tive. For those messages which the gatekeeper does not 
evaluate 426 or which remain in the inbox, the GPO 106 
operates a daemon process, and periodically wakes up and 
processes all messages in the gatekeeper's inbox. The inbox 
has a timer associated with it. Here however, the timer is 
treated as relative value, instead of an absolute period. When 
a gated message is received, the timer is added to the 
message date to define an expiration date for the message. 
Thus, each message in the inbox may have the different 
expiration date, whereas in each mailbag, all of the messages 
therein will have a same expiration date. 

When the GPO 106 traverses the inbox, it checks the 
expiration date of each message against the current date to 
determine if the message has expired. If the message has 
expired, the GPO 106 invokes the rule engine 283, which 
processes the message against the rules in the gatekeeping 

of specified recipients, without being attached to an e-mail 
message. The present invention enables the business rules to 
be applied to any such data objects at a REPO 102, and 

45 gated, if a rule is satisfied, to a GPO 106 for further review. 
For example, a business rule may be defined to return to 
sender any code object larger than a specified size, or to gate 
forms having a specific data type. This general ability of the 
present invention to apply business rules to any type of data 

50 object provides substantial control and flexibility in the 
management of corporate communications. 
V. Establishing Business Rules 

Referring now to FIG. 5, there is shown a flow diagram 
of the process of defining business rules for a rule base 270 

55 or GRB. Rule definition proceeds with the administrator 
selecting 502 a REPO 102 for using a particular checkpoint 
or set of business rules. FIG. 6 illustrates one user interface 
600 for selecting a REPO 102, as provided by the GKAD
MIN 108. Checkpoint field 602 indicates the name of a 

60 selected checkpoint. The post office or post offices which are 
available to use the checkpoint are listed in window 604. The 
user selects one or more of these post offices to use the 
named checkpoint. The business rules defined within the 
checkpoint are listed in window 606 so that the administra-

65 tor can determine the content of the checkpoint. 
The administrator then designates 504 the bypass roles 

applicable to the checkpoint. The current bypass roles are 
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listed in window 608. The administrator defines new bypass 
roles by designating various positions within the organiza
tion. FIG. 7 illustrates a sample user interface 700 for 
designating bypass roles. Available roles 702 within the 
organization are shown in window 703. To obtain this role 5 

information, the GKADMIN 108 queries the organizational 
database 111 for all available roles 702. These roles 702 are 
then listed by the GKADMIN 108 in window 703. The 
administrator selects one or more of these roles 702 and 
moves them over to the assigned bypass roles window 705, 10 

where they are listed as bypass roles 704. The implemen
tation of bypass roles within the REPO 102 may vary. In one 
embodiment, bypass roles are implemented in the same 
fashion as other business rules, further described below. 

The administrator next defines 506 any number of busi- 15 

ness rules for the checkpoint. These rules are stored within 
the rule base 270 of the REPO 102 or GPO 106 for which 
the checkpoint is being defined. Each rule defines a specific 
action to be taken when an attribute of a message or data 
object satisfies an operator with respect to a user-defined 20 

value. The attributes may be static attributes of the message, 
such as message size, identity or number of recipients, 
number of destinations, message priority, message type, the 
text of the message, the subject line of the message, number 
of attachments, or the like. 25 

Attributes may also be defined by performance or statis
tical attributes of the REPO 102 itself. Useful performance 
or statistical data include the number of messages processed 
per hour by the post office, the average size of messages 
processed per hour, the average number of attachments per 30 

message, largest message size in past hour, largest attach
ment size, and so forth. Those of skill in the art will 
appreciate that many other performance or statistical mea
sures may be used as attributes for rule processing. 

Each data object has various properties, such as being a 35 

message, attachment, and so forth. Each property has a name 
and an attribute. For example, the attachment property of a 
message has attributes such as the number, size, largest size, 
smallest size attachment. Any of the various attributes of a 
property can be the basis for an action by the distribution 40 

engine 230. 
Operators include arithmetic operators (=, <, >, _, 2, 3) 

and content-oriented operators (has does not have; is in: is 
not in). Values may be numeric, text, or labels. 

Property 

Destination 

Business rules within a checkpoint may be classified (for 
purposes of explanation) into various classes: attachment 

65 

14 
rules, destination rules, destination level rules, message 
rules, sender rules, and post office rules according to the 
property of interest. Tables 1 through 6 describe each of 
these rule classes. Each table lists the available operators and 
values used to define the rule for each property and attribute. 

TABLE 1 

Attachment Rules 

Property Attribute Operator Value 

Attachments Total count Equals, Not equal, Specific 

Attribute 

Contains list 

Memo count (number 

of memo 

attachments) 

File count (number of 

file attachments) 

Other count (number 

of attachments of, 

types other than, 

memo or file 

Attachment size, 

(total) (total size of all 

attachments) 

Largest, attachment 

size 

Smallest, attachment 

size 

TABLE 2 

Greater or equal, Less 

or equal, Greater, 

Less 

Equals, Not equal, 

Greater or equal, Less 

or equal, Greater, 

Less 

Equals, Not equal, 

Greater or equal, Less 

or equal, Greater, 

Less 

Equals, Not equal, 

Greater or equal, Less 

or equal, Greater, 

Less 

Equals, Not equal, 

Greater or equal, Less 

or equal, Greater, 

Less 

Equals, Not equal, 

Greater or equal, Less 

or equal, Greater, 

Less 

Equals, Not equal, 

Greater or equal, Less 

or equal, Greater, 

Less 

Destination Rules 

Operator Value 

Equal, Not equal Yes or No 

number 

Specific 

number 

Specific 

number 

Specific 

number 

Specific 

size 

in (kilo-

bytes) 

Specific 

size 

in (kilo-

bytes) 

Specific 

size 

in (kilo-

bytes) 

Number of recipients Equals, Not equal, Specific number 
Greater or equal, Less 
or equal, Greater, 
Less 

Number of locations Equals, Not equal, Specific number 
Greater or equal, Less 
or equal, Greater, 
Less 

Distribution list Has, Does not have Specific distribution, 
list 

Locations Has, Does not have Specific post office 
Is In, Is Not In Specific distribution, 

list 
Role Has, Does not have Specific role 



Property 

Destination, 
Level 
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Sender 

Property 

Post Office 
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TABLE 3 

Destination Level Rules 

Attribute Operator 

Level name Equals, Not equal, 
Greater or equal, Less 
or equal, Greater, 
Less 

TABLE 4 

Message Rules 

Attribute Operator 

Revisable Equals 
Confidential Equals 
Priority Equals, Not Equal 

Size (in Kb) Equals, Not equal, 
Greater or equal, Less 
or equal, Greater, 
Less 

FromjMSG Type Equals, Not equal 

From Program Equals, Not equal 
To Program Equals, Not equal 

TABLE 5 

Sender Rules 

Value 

Specific level 

Value 

Yes or No 
Yes or No 
Low, Medium, 
or High 
Specific size 
(in 
kilobytes) 

A Form or 
A Message 
Yes or No 
Yes or No 

Attribute Operator Value 

Role Has, Does not have Specific role 
Post Office Equals, Not equal Specific post office 

Is In, Is Not In Distribution list 

TABLE 6 

Post Office Rules 

Attribute Operator Value 

Messages Equals, Not equal, Specific number 
Per Hour Greater or equal, Less 

or equal, Greater, 
Less 

Average Equals, Not equal, Specific number 
Message Greater or equal, Less 
Size or equal, Greater, 

Less 
Largest Equals, Not equal, Specific number 
Attachment Greater or equal Less 
Size or equal, Greater, 

Less 

16 
A business rule may have multiple conjuncts or disjuncts; 

the administrator indicates whether these apply and their 
type through buttons 810. 

Once the antecedent is defined, the administrator defines 
5 the rule consequent by specifying the action to be applied to 

a message satisfying the antecedent conditions. The action is 
specified in action menu 812, and includes, as set forth 
previously, the actions of releasing, deleting, gating, 
copying, forwarding, or returning the message. Other user 

10 defined actions may also be implemented. A reason 814, a 
user input text entry, may be optionally specified. This is 
particularly useful when the action is to return the message 
to the sender, or to gate the message, and thereby inform 
either the sender or the gatekeeper of the reason(s) why a 

15 message was not delivered. 
Where the specified action is to gate the message, as 

shown in the example of FIG. 8, the administrator specifies 
the destination by indicating in the gatekeeper address 816 
the destination GPO 106 to receive the message, and the 

20 particular gatekeeper role within that GPO 106 for review
ing the message. When the action is executed, the message 
is delivered to the gatekeeper having the specified role. 

As indicated by the various possibilities in Tables 1-6, 
there is a large variety of different types of business rules 

25 that may be constructed. Table 7 includes examples of useful 
business rules for use at a REPO 102: 

TABLE 7 

Sample Business Rules 
30 

Antecedent Conseguent 

Property Attribute Operator Value Action 

Message Size > 100 kb Return to Sender 

35 Message Text Has "Product Forward to Marketing 
X" Dept. 

Attachments Number > 10 Return to Sender 
Destination Role Has President Gate to Gatekeeper 
Sender Role Has President Copy and Release 
Server Message > 100 Return to Sender 

40 
Load messages 

The rules may be internally stored with the rule base 270 
or gatekeeping rule base 289 by any of a number of useful 
implementing data structures. In one embodiment, the rules 

45 may be stored in tables in a relational database. 
In another embodiment, the rules are encoded in code 

point structures, as more completely described in "Data 
Management Using Nested Records And Code Points," U.S. 
Pat. No. 5,634,123. FIG. 9 illustrates the code point model 

50 for a checkpoint and set of rules. In this embodiment, 
checkpoints 902 are container records that encapsulate fur
ther containers for rules. Each checkpoint container 902 
includes checkpoint data 904, for example, specifying the 
checkpoint name, the number of rules, number of bypass 

55 roles, and other checkpoint specific data. Bypass role data 
906 may also be specified using links to the organizational 
database 111. 

FIG. 8 illustrates a sample user interface 800 of the 
GKADMIN 108 for defining business rule. Each rule has a 
user-supplied name 802 or description for easily identifying 
the rule. Each rule has an antecedent and a consequent. To 
define the antecedent, the administrator selects the property 
804 and attribute 803 upon which the rule operates from 60 
drop down menus containing alternatives for these aspects 

Each rule container 908 encapsulates one or more ante
cedent containers 912 and an action container 922 for the 
rule action. Each antecedent container 912 includes data 
records for the attribute 914, operator 916, and value 918 

of the rule. The administrator also selects an operator 806 as 
appropriate for the designated property the available opera
tors are updated by the GKADMIN 108 according to the 
selected property and attribute. The administrator then sup
plies or selects a value 808 of the appropriate type. The 65 

GKADMIN 108 provides for type checking to ensure that 
the rule is well formed. 

specified for the rule. The attributes, operators, and actions 
are encoded with identification numbers, which the rule 
engine 210 engine uses to decode their specific meaning. 
There is also a value stored 920 indicating whether or not 
there is another conjunct or disjunct in the rule. The action 
container 922 includes the encoded action data 924, and any 
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arguments 926, such as destination address for gating or 
returning the message. 
VI. Applying Business Rules to E-mail Messages 

18 
As noted above, the evaluator 1102 performs a high level 

true/false analysis over an entire checkpoint with respect to 
a set of rules. Referring to FIG. 12 there is shown a flow 
diagram of the operation of the evaluator 1102 for evaluating Referring now to FIG. 10, there is shown an illustration of 

the data flow within a REPO 102. Processing within a REPO 
102 begins with the receipt of message data 201 by the 
receipt engine 200. For receiving an e-mail message a 
receipt engine 200 provides conventional post office func
tionality. Generally, the receipt engine 200 establishes a 
connection with a client e-mail application or other message 
source, and exchanges parameters for initialization of the 
data transfer. The receipt engine 200 then receives the 
message data 201. Upon completion of the receipt of the 
message data 201, the receipt engine 200 terminates the 
connection. This process is repeated each time a message is 
received. 

5 a particular message. 
The evaluator 1102 receives a handle to the message from 

the receipt engine 200. The evaluator 1102 then traverses 
1202 the rule base 270 for each checkpoint assigned to it. 
For each rule in the checkpoint (1204), the evaluator 1102 

10 evaluates the antecedents of the rule with respect to the 
attributes of the message or performance attributes of the 
REPO 102. For each antecedent (1206), the evaluator 1102 
invokes 1208 the attribute resolver 1103 and passes in the 
rule. 

15 

As the message data 201 is being received, the receipt 
engine 200 constructs a message object out of the message 
data 201. Each message object has interfaces for accessing 
and manipulating data from its header components, message 
text, attachment, and other attributes and properties. After 20 

the message object is constructed, the receipt engine 200 
passes a handle to the message object to the rule engine 210, 
which can then obtain the message object for applying the 
rules thereto. The receipt engine 200 also provides the 
message object to the message index 240 for indexing and 25 

storage in the message store 250. 
Some of the messages that a REPO 102 receives may have 

already been processed by another REPO 102 and gated for 
delivery to a GPO 106. The messages are identified by the 
receipt engine 200 as being wrapped messages, and are 30 

provided by the receipt engine 200 directly to the distribu
tion engine 230 for distribution. Wrapped messages are 
further explained below. 

The rule engine 210 receives the message from the receipt 
engine 200, and processes it using the rules from the 35 

checkpoint assigned to the REPO 102. For each message, 
the rule engine 210 generates an action list of one or more 
actions to be performed by the distribution engine 230 on the 
message. The action list may be associated with the message 

The attribute resolver 1103 is a state machine the calls the 
appropriate interface of a rule to obtain an attribute, and 
interfaces of a message to obtain an attribute thereof. The 
attribute resolver 1103 also holds reference to the receipt 
engine 200, the distribution engine 230, and the organiza
tional database 111 in order to obtain role information, or 
other attribute information. The attribute resolver 1103 
returns an attribute object which includes the value of the 
attribute extracted from the message, or from the distribu
tion engine 230, and its type. 

The attribute resolver 1103 operates as follows: The 
attribute resolver 1103 receives a reference to a message 
object and a reference to a rule object. The attribute resolver 
1103 gets the attribute of the rule object. The attribute 
resolver 1103 then calls either the message object or the 
distribution engine 230 in order to obtain the appropriate 
attribute information. As noted above, the attribute informa-
tion may be external to the rule, such as the performance 
data of the distribution engine 230, or other other statistical 
data from the post office. 

For message attributes, the attribute resolver 1103 
requests the message to provide the attribute information for 
the specific attribute. For example, the attribute resolver 
1103 will determine that the attribute of particular rule is the 
"message size." The attribute resolver 1103 then invokes the 

by an object handle or other association. 
The distribution engine 230 traverses the action list for the 

message, and applies the action having the highest priority. 
Rule Processing 

40 message to determine the corresponding attribute informa
tion from the message. In this example, the attribute resolver 
1103 would obtain the size of the message. The attribute 
resolver 1103 then stores this message attribute information 
in a local cache. Referring now to FIG. 11, there is shown the data flow 

within a rule engine 210 for processing a message. The rule 45 

engine 210 holds references to the rule base 270 for obtain
ing rules therefrom. The rule engine 210 also holds a 
reference to the distribution engine 230 for invoking distri
bution of a message and passing the distribution engine 230 
the action list 1107 for the message. 

The rule engine 210 comprises three components, an 
attribute resolver 1103, an operand handler 1104, and an 
evaluator 1102. The evaluator 1102 controls the overall 
evaluation of a message against all rules in a checkpoint. For 
each rule, the evaluator 1102 uses the attribute resolver 1103 
to determine the attributes of the rule and the corresponding 
attributes of the message, and uses the operand handler 1104 

For an aggregate or performance attribute of the distri-
bution engine 230, the attribute resolver 1103 calls the 
distribution engine 230 to obtain the required data. For 
example, the attribute of the rule may be the server load, in 
which case the attribute resolver 1103 calls the distribution 

50 engine 230 to provide this data, which is again stored in a 
local cache. 

With the attribute information, the attribute resolver 1103 
constructs an attribute object that stores the attribute data 
and its type. The attribute resolver 1103 then returns this 

55 attribute object to the evaluator 1102. 

to determine whether the attributes of the message satisfy 
the operand and value of the rule. The attribute resolver 1103 
returns a new attribute object with its value to the evaluator 60 

1102, and the operand handler 1104 returns a truth value. 

For bypass roles, the attribute resolver 1103 invokes the 
organizational database 111 to determine the role of a 
particular user, and this information is stored in the attribute 
object. 

After receiving the attribute object from the attribute 
resolver 1103, the evaluator 1102 invokes 1208 the operand 
handler 1104, and passes the rule and the attribute object to 
the operand handler 1104. First, the operand handler 1104 
determines whether it is necessary to query the rule object to 

Because a message may satisfy any number of rules 
within a checkpoint, the evaluator 1102 outputs an action list 
object 1107 which stores the actions from those rules that 
were satisfied. The action list 1107 includes a message ID 
which identifies the message and a list of actions as encoded 
values with their optional arguments. 

65 obtain more information than is available directly from the 
message, such as the uncompressed size of an attachment, an 
aggregate value that covers the domain of the message, or 
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the run time environment of the REPO 102 or GPO 106. The 
operand handler 1104 calls the attribute object to obtain the 
value of the attribute. The operand handler 1104 calls the 
rule object to obtain the value specified in the rule. The 
operand handler 1104 then compares the attribute value with 5 

the rule value using the operand from the rule. If the 
comparison is true, the operand handler 1104 returns "true" 
to the evaluator 1102, meaning the rule was satisfied. 
Otherwise, the operand handler 1104 returns "false." 

20 
Release. The distribution engine 230 calls the priority 
object, passing the action from the action list, and obtains the 
priority level for the action. 

The distribution engine 230 also maintains data for the 
current priority level, which is initially set to O. The distri
bution engine 230 compares 1306 the current priority level 
with the action's priority level. If the action priority is higher 
than the current priority, the distribution engine 230 updates 
1308 the current priority with the action priority, and con-

For example, assume a rule: 
IF message size> 100 kb THEN Return message. 

10 tinues with the next action. If the current priority is higher, 
then the distribution engine 230 simply continues. 

Further assume a message with a message size of 50 kb. 
Here the attribute resolver 1103 receives the message 

object, obtains the message size, and constructs an attribute 
object storing the value of "50", and passes this object back 15 

to the evaluator 1102. The evaluator 1102 calls the operand 
handler 1104 with the attribute object and rule object. The 
operand handler 1104 calls the rule object and obtains a 
value of "100" from the rule, and an operator of ">". The 
operand handler 1104 performs the greater than comparison 20 

of 50> 100, which evaluates to "false." This result is returned 
to the evaluator 1102 as the evaluation of the current 
antecedent. 

This process identifies the highest priority action or 
actions to be executed. Lower priority actions will not be 
executed. For example, if the highest priority action is to 
delete the message, then the lower priority release action 
will not be executed. Similarly, if the highest priority action 
is to gate the message, then there is no reason to copy the 
message. Accordingly, the distribution engine 230 deletes 
1310 all actions with lower priority than the current priority 
level. 

The distribution engine 230 then executes 1312 the 
remaining actions in the action list, in order. 

If the action is "release," the distribution engine 230 
releases 1314 the message, sending it to the next distribution The evaluator 1102 stores 1212 the result from the oper

and handler 1104, and then tests 1214 whether the conjunct 
of the rule is true. If the rule conjunct is true, the evaluator 
1102 proceeds with the next antecedent. If the rule conjunct 
is not true, the evaluator 1102 proceeds with the next rule, 
since the current rule had a false conjunct, and thus failed to 
be satisfied. 

25 point for delivery to its specified recipients. It is still possible 
that the message will not be delivered to such recipients 
because it may be gated by another REPO 102 or GPO 106 
within the system. The distribution engine 230 then continue 
1312 with the next action in the action list. 

30 

When all antecedents are evaluated, the evaluator 1102 
determines 1216 if all of the antecedents are true. If so, the 
evaluator 1102 obtains 1218 the action from the rule and 
stores the action in the action list, constructing a new action 
list object as necessary. The evaluator 1102 proceeds to 35 

evaluate the next rule. 
Once all rules in a checkpoint are evaluated, the evaluator 

1102 proceeds with the next checkpoint until done. The 
evaluator 1102 then invokes 1220 the distribution engine 
230 and passes the action list to it for handling. 

Referring to FIG. 4A, bypass role processing 406 is 
handled by a set of rules, each of which define a bypass role 

40 

in the antecedent, and a release action as the consequent. 
These rules are stored in a primary checkpoint which is 
evaluated (1202) as the first checkpoint during rule process- 45 

ing by the evaluator 1102. 
The operation of the rule engine 210 is equally applicable 

to data objects other than e-mail messages, with the rule 
engine 210 and its components obtaining the appropriate 
attributes of a data object for applying a business rule 50 

thereto. 
Action List Processing 

If the action is "delete", the distribution engine 230 
deletes 1316 the message, clears the action list and contin-
ues. 

If the action is "return", the distribution engine 230 
returns 1318 the message to its sender, clears the action list, 
and continues. 

If the action is "forward", the distribution engine 230 
forwards 1319 the message to recipients specified in the 
action for the applicable rule, clears the action list, and 
continues. 

If the action is "copy", the distribution engine 230 copies 
1320 the message, and then releases the message for distri
bution. 

Finally, if the action is "gate", the distribution engine 230 
first wraps 1324 the message object and the action list into 
a wrapped message. A wrapped message is a special type of 
message within the system. FIG. 14 illustrates the structure 
of a wrapped message 1402. The wrapped message 1402 
contains a distribution list 1414 of all the GPOs 106 that are 
to review the message based on the rules that fired. This 
distribution information is encoded in the action list, since 
each gate action includes the address of the gatekeeper and 
GPO 106 that is to receive the gated message. The last 
addressee on this distribution list 1414 is the REPO 102 (or 
GPO 106) that is sending the message for gating. The 

Once the evaluator 1102 completes evaluation of a mes
sage with respect to the rule base 270, and invokes the 
distribution engine 230, the distribution engine 230 com
pletes the processing by applying the actions in the action 
list to the message. Referring now to FIG. 13 there is shown 
a flow diagram of the operation of the distribution engine 
230 in processing messages. 

55 distribution engine 230 extracts this distribution information 
from the action list and stores it in the distribution list 1414. 
The usefulness of placing the REPO 102 last on the distri
bution list 1414 is explained further below. 

The wrapped message 1402 also contains a rule history 
The distribution engine 230 receives the action list and 

message from the rule engine 210. For each action in the 
action list (1302) the distribution engine 230 determines 
1304 the priority of the action Priority information is held in 

60 1416 of the reasons why the message was removed from the 
normal distribution stream. Each rule is identified by a rule 
ID and a timestamp indicating when the rule was fired. This 
information is used by the GKI 107 to inform the gatekeeper 

a separate priority object; each action has a default priority 
level which may be adjusted by the administrator. The 65 

default priority levels (highest to lowest) for actions are 
ordered follows: Gate, Return, Forward, Copy, Delete, 

of the reasons the message was gated. 
The wrapped message 1402 contains flags 1404 indicating 

the status of the message. The wrapped message contains a 
flag that indicates that the message should be delivered 
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unabated from this point forward to the designated GPO 
106. This allows the message to be immediately delivered to 
the GPO 106 without further processing. 

22 
The administrator also designates 1506 gatekeeper roles. 

Finally, the wrapped message 1402 includes the original 
message data 1406, including its header 1408, body 1410, 5 

and any attachments 1412. 

These roles are used to determine which members of the 
organization will have access to gated messages for further 
evaluation and disposition. FIG. 17 illustrates a sample user 
interface 1700 of the GKADMIN 108 for designating gate
keeper roles. An organizational role 1702 is selected, and 

The flags 1404, distribution list 1414 and rule history 
1416 are preferably encoded after the message data 1406; in 
this manner these portions of the wrapped message are 
ignored by conventional post offices, which deliver the 10 

message in a conventional fashion. Only a REPO 102 or 
GPO 106 programmed in accordance with the present inven
tion processes this wrapper information. 

associated with a gatekeeper role 1704. The roles used for 
assignment are stored in the organizational database 111. 
The GKADMIN 108 creates a separate table of gatekeeper 
roles and stores this with the GPO 106 being configured. 
Receiving Messages 

FIG. 18 illustrates the operation of the receipt engine 282 
for receiving messages, when a GPO 106 also includes rule 
processing functionality for handling non-gated messages. 
The gatekeeping rule engine 283 operates to receive 1802 
both conventional and gated (wrapped) messages from 

Accordingly, after constructing the wrapped message 
1402, the distribution engine 230 distributes 1326 it to the 15 

first GPO 106 on the distribution list 1414. 
As noted above, the REPO 102 may itself receive mes

sages from other REPOs 102. If these messages are wrapped 
messages, then they have already been gated and need not be 
reviewed by the rule engine 210 of the recipient REPO 102. 
The flag information in the wrapped messages indicates this 
status to the receipt engine 200. The receipt engine 200 
provides the wrapped message directly to the distribution 
engine 230, which exports an interface for directly releasing 
a message. 
VII. Gatekeeping at a Gatekeeping Post Office 
Configuring the GPO 

Referring now to FIG. 15 there is shown a flow chart of 
the process of configuring a GPO 106. In one embodiment, 
a GPO 106 is configured with the GKADMIN 108, instead 
of from within the executable of the GPO 106 itself. This lets 
an administrator easily configure any number of GPOs 106 
on the network, without having to load and execute each one 
individually, which may not always be possible, since some 
GPOs 106 will execute on remote computers from the one 
being used by the administrator. 

Configuration generally begins with designating 1502 a 
post office as a GPO 106. Any REPO 102 may be designated 
as a GPO 106, and operate accordingly. This results in 
enabling the extended functionality of the GPO 106. For the 
purposes of this disclosure, the REPO 102 becomes a GPO 
106 when so configured. The approach provides consider
able flexibility to the administrator in configuring the mail 
system, depending on the performance, server loads, and 
other considerations. FIG. 16 illustrates a user interface 
1600 from the GKADMIN 108 for designating a post office 
as a GPO 106. The administrator checks the "Receives 
Gated Messages" box 1602 to designate a REPO 102 as 
being a GPO 106. In addition, at any time a GPO 106 may 
be changed back to a REPO 102, so that it no longer 
provides gatekeeping functionality. 

The administrator then specifies 1504 an interval time 
parameter and an optional time out action: for example, as 
illustrated in FIG. 16, fields 1604 and 1606 respectively, are 
the parameters associated with the gatekeeper's inbox in the 
GPO 106. The interval time parameter is the number of 
minutes, hours, days, or other interval of time for which 
gated messages are left in the inbox to allow the gatekeeper 
to manually review the messages. This time value is added 
to the timestamp of each gated message as it is received at 
the GPO 106 to produce an expiration date for the message. 
As described above, the expiration date is then used by the 
GPO 106 to automatically initiate a further action to be 
applied to the message. The optional time out action may be 
used to specify the action to be applied to all expired 
messages, rather than individual actions as would be applied 
from the business rules in the gatekeeping rule base 289. 

either conventional post offices, other GPOs 106, or REPOs 
102, and processes these messages accordingly for handling 
by a gatekeeper (gated messages) or the distribution engine 

20 284 (non-gated messages). The low level operation of the 
receipt engine 282 for setting up and receiving a message is 
essentially the same as described above. The receipt engine 
282 differs in that it performs additional processing on a 

25 

gated message. 
The receipt engine 282 determines 1804 if the message is 

a gated message by whether it contains the additional 
wrapper information of the distribution list, flags, and rule 
history information. If the message is a gated message, then 
the receipt engine 282 provides 1810 the gated message to 

30 the inbox of the gatekeeper to whom the message is 
addressed. This gatekeeper can then review the gated mes
sage at a later point in time. The receipt engine 282 updates 
the gatekeeping message index 287, including storing in the 
gatekeeping message index 287 the expiration date for the 

35 message, based on the timestamp of the message and upon 
the interval time parameter of that particular gatekeeper's 
inbox. 

If the message is not gated and hence not wrapped, then 
the receipt engine 282 sends 1806 the message to the regular 

40 message index 240 for indexing and storage, and then 
invokes 1808 the rule engine 210 to process the message in 
the same manner as described above, using the rule base 
270. In this manner, wrapped (gated) messages are specifi
cally diverted from further rule processing at this stage, but 

45 rather, stored in the inbox of the gatekeeper until such time 
as they are manually or automatically reviewed. 
Manual Review of Gated Messages 

Each GPO 106 provides for manual review of messages 
by one or more persons having been designated the role of 

50 gatekeepers. At each GPO 106 there may be any number of 
assigned gatekeeper administrators (individuals responsible 
for reviewing gated messages). When a REPO 102 sends a 
gated message, the rule that fires indicates which gatekeeper 
is to review the message. The distribution engine 230 of the 

55 REPO 102 sends the message to the GPO 106 associated 
with the designated gatekeeper. As noted above, such a gated 
message is placed in the inbox of the gatekeeper for review. 

In one embodiment, the gatekeeper accesses gated mes
sages through a separate utility program, the GKI 107, 

60 operates like a mail client, but includes additional function
ality. Access through a separate utility program is desirable 
because the gatekeeper can thereby access any number of 
GPOs 106 for performing manual review of gated messages, 
instead of having to execute built-in functionality of each 

65 GPO 106. 
When the gatekeeper accesses a message in the inbox, the 

GKI 107 automatically unwraps the message and provides 
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the wrapper information to the gatekeeper. This wrapper 
information tells the gatekeeper the rule history indicating 
which rules fired and hence the reason the message was 
gated, and the particular routing history for the message. 

24 
delete mailbag. The expiration date of the message is 
automatically reset to Feb. 5, 1998, or 30 days after the last 
delete. This date will be the expiration date for all messages 
moved to this mailbag, up until Feb. 6, 1998, when the 
expiration date will be advanced to Mar. 5, 1998. 
Automated Review of Gated Messages 

Automated review of gated messages is applied to those 
messages in the inbox of each gatekeeper which have not 
been manually reviewed prior to their individual expiration 
dates. The automated review of messages is provided by 
additional functionality of the GPO 106, such as part of the 
program executive. Automated review applies the rules 
defined by the gatekeeper in the gatekeeping rule base 289 
to each expired message in the inbox. Each gatekeeper can 

FIG. 19 illustrates a sample user interface of the GKI 107, 5 

the main gatekeeper screen 1901. When a gatekeeper logs 
into a GPO 106, she identifies which gatekeeper role she 
has; the GKI 107 then displays in the gatekeeper screen 1901 
the messages 1916 that have been gated to that gatekeeper. 
For each message, there is shown the sender, location, and 10 

the subject line of the message. In addition, a status value 
1903 informs the gatekeeper whether the message has only 
been gated, or reviewed. The reason 1905 that the message 
has been gate is also shown, extracted from the rule history 
information in the wrapper of the message. 15 write their own rules in the gatekeeping rule base 289 for 

handling these gated messages, and can apply more detailed 
analysis and handling of gated messages. Each gatekeeper 
defines rules for the gatekeeping rule base 289 in the same 
manner as described above for the rule base 270. 

The main gatekeeper screen 1901 also displays a list of 
the mailbag folders that have been defined by the gatekeeper. 

From the GKI 107, the gatekeeper can release 1909, 
return 1911, forward 1913, or file 1915 any message, by 
selection of the appropriate button. 20 

The GKI 107 also provides the gatekeeper the ability to 
read and edit individual messages. To review a message, the 
gatekeeper selects the message and clicks on the review 
button 1907. FIG. 20 illustrates a sample screen for review
ing messages. This screen 2001 includes specific fields 25 

identifying the sender, specified recipients, subject line, 
creation and arrival dates. In addition, there is shown the 
reason 2003 the message was gated, the release date 2005 of 
the message (which is its expiration date as determined 
when the message was placed in the inbox), and its retain 30 

date 2007, if any. The retain date 2007 is the date after which 
the GPO 106 will delete the message from the inbox. These 
dates may be manually changed by the gatekeeper. The 
gatekeeper can edit the text of the message in the text field 
2009, for example to remove offensive language, or confi- 35 

dential information. 

While the functional operation of the rule engine 283 is 
the same as with the rule engine 210 of a REPO 102, because 
the rules written by a gatekeeper may be different from the 
rules at a REPO 102, a given message may be handled in a 
different manner. Whereas the checkpoints of the REPO 102 
are intended to operate on messages that are being rule 
processed for the first time, the rules of the gatekeeping rule 
base 289 are used to apply additional, and if necessary, more 
detailed review of the gated messages. More particularly, 
these rules can process the messages on the rule history 
information itself, in addition to all of the other properties 
and attributes used in the REPOs. This allows for very 
detailed rules to be applied to gated messages. 

For example, if a REPO 102 gates messages greater than 
1 Mb, then the gatekeeping rule base 289 rules can check the 
role of the sender and release the message for certain senders 
only, deleting the messages from all other senders. 

The rule structure is applicable as before, with rules 
having both antecedent and consequent components. The 
rule actions include the gate, delete, release, and return 

The gatekeeper can immediately release 2011, return 
2013, or forward 2015 a gated message. Forwarding a gated 
message enables the gatekeeper to send the message to 
another gatekeeper for additional review, as described above 
with respect to FIG. 4B; an additional screen is displayed 
(not shown) into which the gatekeeper can add instructions 

40 actions described above. 

or information for the next gatekeeper. Forwarding a gated 
message also enables the gatekeeper to send the message to 
recipient(s) other than the specified recipient(s) for further 45 

processing and disposition. 
FIG. 21 illustrates a screen 2100 used by a gatekeeper 

when returning a 8 message to the sender. When returning a 
message, the gatekeeper can also include in text field 2101 
an explanation to the sender of why the message was not 50 

delivered. The gatekeeper may also move a message to a 
mailbag folder. 

In one embodiment, when the gatekeeper moves a mes
sage from the inbox to one of the mailbags, the expiration 
date of the message is updated according to the time 55 

parameter of the selected mailbag. In this manner, all 
messages associated with a specific mailbag have the same 
expiration date. For example, a gatekeeper's inbox may have 
a interval time parameter of 10 days, the gatekeeper has set 
the time parameter for a delete mailbag at 30 days, and the 60 

last date the mailbag contents were deleted was Jan. 5, 1997. 
Assume that a message is received with a timestamp of Jan. 
1, 1998. When the message is indexed and placed in the 
inbox of the gatekeeper, the gatekeeping message index 287 
is updated with an expiration date for the message of Jan. 11, 65 

1998. Now, assume that on Jan. 6, 1998 the gatekeeper 
manually reviews the message and decides to move it to the 

In addition, a review action, and mailbag actions are 
provided for rules at the gatekeeping rule base 289. A review 
action specifies that the message is to be manually reviewed 
by a gatekeeper. During such review the gatekeeper admin
istrator can edit the message. When a rule with a review 
action is fired, then the rule engine 283 moves the message 
to a review mailbag by updating the folder association for 
the message in the gatekeeping message index 287. This 
review action is useful because it helps the gatekeeper 
identify messages which need to be specifically reviewed, 
and which the gatekeeper did not previously consider or 
attempt to review (since the message was automatically 
reviewed due to it expiring). 

Whereas the actions applied by the rules at the REPO 102 
are effectively applied immediately, the actions available at 
the GPO 106 include actions for moving the message into 
one of the mailbags for delayed, periodic execution of the 
action for the mailbag. A mailbag action takes as an argu
ment the name of one of the mailbags in the master folder 
table 290. The message is then associated with the specified 
mailbag in the gatekeeping message index 287. The message 
will be acted upon according to the appropriate action for the 
mailbag when the time parameters of the specified mailbag 
are satisfied. For example, a rule may move a message into 
a mailbag with a retain date set for the end of the current 
month, at which time the message is deleted with other 
messages in the folder. 



6,073,142 
25 

Referring now to FIG. 22 there is shown a flow graph of 
the operation of the GPO in providing automatic review of 
messages. The GPO 106 periodically awakens the distribu
tion engine 284 as a daemon process to process messages 
that have indexed in the inbox of each gatekeeper. For each 5 
message in the inbox (2202), the distribution engine 284 
determines 2204 whether the message is expired, that is 
whether the current date is equal to, or greater than the 
expiration date. If the message is not expired, the distribu
tion engine 284 continues with the next message in the 10 

inbox. 
If the message is expired, then the distribution engine 284 

invokes 2206 the rule engine 283 to apply the rules from the 
gatekeeping rule base 289 to the message. These rules are 
applied by the rule engine 283 as described above until one 
of the rules fires, or all rules are applied. As described above, 15 

the rule engine 283 returns an action list to the distribution 
engine 284 for the message. This action list identifies the 
action to be taken upon the message. Generally, the distri
bution engine 284 updates 2208 the gatekeeping message 
index 287 to indicate the specific action taken for the 20 

message. The distribution engine 284 then updates 2210 the 
distribution list, routing history, and rewraps the message, if 
necessary (some actions, such as delete, do not need the 
message to be rewrapped). The distribution engine 284 then 
continues with the next message. More specifically then, the 25 

distribution engine 284 handles the actions as follows: 
On a return action, the distribution engine 284 updates the 

gatekeeping message index 287 to indicate that the message 
is being returned. The distribution engine 284 rewraps the 
message with updated history information, to indicate both 30 

that the message has been handled by this gatekeeper 
(storing the gatekeeper id in the wrapper) and to indicate the 
action taken. The distribution engine 284 continues with the 
next message. 

On a delete action, the distribution engine 284 updates the 
gatekeeping message index 287 to indicate that the message 35 

is being deleted. There is no need to rewrap the message. 
The message is then deleted. The distribution engine 284 
continues with the next message. 

On a forward action, the distribution engine 284 updates 
the gatekeeping message index 287 to indicate that the 40 

message is released. The message is rewrapped with the 
gatekeeper ID and action taken (here forward and the 
reasons). The distribution list is updated to place the GPO 
106 of the new recipient as the next GPO 106 on the list; the 
current GPO 106 is added at the end of the distribution list. 45 

26 
As noted, an action for a message may be a mailbag 

action, which is to move the message to a particular mailbag. 
Here, the distribution engine 284 updates the gatekeeping 
message index 287 with an ID of the mailbag (as taken from 
the action). The distribution engine 284 checks whether the 
time parameter for the designated mailbag has expired. If so 
then, the distribution engine 284 performs the function 
associated with the mailbag, whether to release, delete, 
forward or so forth, the messages in the mailbag. 

Distributed Gatekeeping 

A release action allows a message to continue from the 
GPO 106 unabated by any further rule processing by another 
other REPO 102 or GPO 106. Once released, the message is 
sent to the next GPO 106, if any on the distribution list are 
included in the wrapper. This allows for continued handling 
according to the original REPO 102 rules. Each GPO 106 
tags the message with its ID indicating that it has reviewed 
the message. 

Once the last GPO 106 processes the message, the last 
item on the distribution list is the original REPO 102; this 
data item was placed in the wrapper by the distribution 
engine 230 of the original REPO 102. Thus, the message is 
returned to the REPO 102 for further distribution. The next 
distribution destination may be to another GPO 106 in the 
network which will apply its own rules. This feature enables 
very complex rule processing, and fully distributed and 
independent rule handling by any number of different GPOs 
106. 

When the original REPO 102 gets the message back, it 
reprocesses the message and applies its rule from the rule 
base 270 again. The list of gatekeepers in the wrapper who 
have reviewed the message is an "innoculant," and is used 
to prevent the REPO 102 from re-gating the message back 
to one of these gatekeepers, though the message may be 
gated to another gatekeeper at the same GPO 106. The 
REPO 102 compares the list of gatekeepers who have seen 
the message, with the resulting list of gatekeepers from the 
new rule firing. If there is a match, then the message is not 
sent to the matching gatekeeper because that gatekeeper has 
already reviewed the message once before. In this manner, 
the message is gated only to gatekeepers who have not yet 
reviewed the message. Reprocessing the message in this 
manner is desirable because there may have been changes in 
the rules of the original REPO 102 during the time period the 
message was being evaluated at the various GPOs 106, but 
it is assumed that a gatekeeper who has once reviewed a 

The new recipient may be another gatekeeper, or it may be 
any other recipient to whom it is useful to send the message 
for further processing and response. The distribution engine 
284 then sends the message to the next GPO on the distri
bution list. The distribution engine 284 continues with the 
next message. 

50 message need not review it again. 

On a release action, the distribution engine 284 updates 
the gatekeeping message index 287 to indicate that the 
message is released. The distribution engine 284 rewraps the 
message with the updated routing history so that the current 
gatekeeper, which is the first one on the routing history list, 
becomes a past gatekeeper. The next gatekeeper on the 
routing list is copied to the recipient list for the message. 
This enables the message to be routed to another gatekeeper, 
if there is one. This will happen when the original REPO that 
gated the message indicated that more then one gatekeeper 
was to review the message. In this case, after the present 
gatekeeper is done, the recipient list is updated so that the 
next gatekeeper may receive the message for review. 

On a review action, the distribution engine 284 updates 
the gatekeeping message index 287 to place the message in 
the review mailbag for subsequent review by the gatekeeper. 

In summary, the present invention, in its various 
embodiments, provides a system, method, and various soft
ware products for controlling the distribution of data objects, 
including e-mail messages, on a communication network. 

55 The present invention applies business rules which can 
implement corporate communication policies, to such data 
objects as they are transferred through a post office or similar 
mail transfer agent. The business rules that are satisfied by 
the properties and attributes of a data object generate a set 

60 of actions to be applied to the data object. These actions are 
applied to the data object. The data object may be gated such 
that it is not delivered to its specified recipients, but rather 
to a gatekeeper who may manually review the message, or 
may allow it to be further reviewed automatically by yet 

65 another set of business rules. In this manner, fully distributed 
gatekeeping of any and all messages and data objects can be 
enforced in a networked environment. 
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We claim: 
1. A post office for receiving and redistributing e-mail 

messages on a computer network, the post office comprising: 
a receipt mechanism that receives an e-mail message from 

a sender, the e-mail message having at least one speci- 5 
lied recipient; 

a database of business rules, each business rule specifying 
an action for controlling the delivery of an e-mail 
message as a function of an attribute of the e-mail 
message; 10 

a rule engine coupled to receive an e-mail message from 
the receipt mechanism and coupled to the database to 
selectively apply the business rules to the e-mail mes
sage to determine from selected ones of the business 
rules a set of actions to be applied to the e-mail 15 

message; and 
a distribution mechanism coupled to receive the set of 

actions from the rule engine and apply at least one 
action thereof to the e-mail message to control delivery 
of the e-mail message and which in response to the rule 20 

engine applying an action of deferring delivery of the 
e-mail message, the distribution engine automatically 
combines the e-mail message with a new distribution 
list specifying at least one destination post office for 
receiving the e-mail message for review by an admin- 25 

istrator associated with the destination post office, and 
a rule history specifying the business rules that were 
determined to be applicable to the e-mail message by at 
least one rule engine, and automatically delivers the 
e-mail message to a first destination post office on the 30 

distribution list instead of a specified recipient of the 
e-mail message. 

2. The post office of claim 1, wherein the actions are 
selected from a group comprising: 

deleting an e-mail message instead of delivering the 35 

e-mail message to a specified recipient; 
delivering the e-mail message to a recipient other than a 

specified recipient; 
returning the e-mail message to the sender; and, 
deferring delivery of the e-mail message to a later time. 40 

3. The post office of claim 1, wherein, each business rule 
includes at least one antecedent, each antecedent defining an 
attribute, an operator, and value, wherein the attributes are 
selected from a group including: 

a number of attachments; 
a size of attachments; and 
a text of the message. 

45 

4. The post office of claim 1, wherein, each business rule 
includes at least one antecedent, each antecedent defining an 50 

attribute, an operator, and value, wherein the attribute is 
determined by statistical performance data of the post office. 

5. A post office for receiving and redistributing e-mail 
messages on a computer network, the post office comprising: 

a data base storing an organizational hierarchy of the 55 

business, the hierarchy including a plurality of roles, 
each role associated with a user; 

a receipt mechanism that receives an e-mail message from 
a sender, each e-mail message having at least one user 
specified as a recipient; 60 

a database of business rules, each business rule specifying 
an action for controlling the delivery of an e-mail 
message as a function of an attribute of the e-mail 
message, wherein at least one business rule defines an 
action for prohibiting or deferring delivery of an e-mail 65 

message based upon a role of a recipient user in the 
organizational hierarchy; 

28 
a rule engine coupled to receive an e-mail message from 

the receipt mechanism and to the data base to selec
tively apply the business rules to the e-mail message to 
determine from selected ones of the business rules a set 
of actions to be applied to the e-mail message; and 

a distribution mechanism coupled to receive the set of 
actions from the rule engine and apply at least one 
action thereof to the e-mail message to control delivery 
of the e-mail message. 

6. The post office of claim 1, further comprising: 
a primary message store, coupled to the receipt engine, for 

receiving and non-persistently storing e-mail messages; 
and 

a secondary message store, accessible to the distribution 
engine, for receiving therefrom, and persistently stor
ing an e-mail message in response to the rule engine 
determining that the e-mail message satisfied a business 
rule requiring the e-mail message to be reviewed by a 
recipient other than a recipient specified by a sender of 
the e-mail message. 

7. The post office of claim 1, further comprising: 
a primary message store, coupled to the receipt engine, for 

receiving and non-persistently storing e-mail messages; 
and 

a secondary message store, coupled to the distribution 
engine, for receiving therefrom, and persistently stor
ing an e-mail message in response to the rule engine 
specifying the action that the e-mail message be 
reviewed by an administrator recipient prior to delivery 
to a specified recipient. 

8. The post office of claim 1, wherein an e-mail message 
includes at least one specified recipient, and the distribution 
engine delivers the e-mail message to a non-specified recipi
ent prior to delivery to a specified recipient. 

9. The post office of claim 1, wherein: 
the rule engine specifies an action of deleting the e-mail 

message; and 
the distribution engine automatically deletes the e-mail 

message, without delivering the e-mail message to any 
of its specified recipients. 

10. The post office of claim 1, wherein: 
the rule engine specifies an action of copying the e-mail 

message; and 
the distribution engine automatically copies the e-mail 

message, and delivers the copy of the e-mail message 
to a recipient other than a specified recipient. 

11. The post office of claim 1, wherein: 
the rule engine specifies an action of returning the e-mail 

message; and 
the distribution engine automatically returns the e-mail 

message to a sender, and does not deliveLthe e-mail 
message to any of its specified recipients. 

12. The post office of claim 1, wherein: 
the rule engine specifies an action of deferring the e-mail 

message; and 
the distribution engine persistently stores the e-mail mes

sage in a storage area for subsequent review by an 
administrator, and does not deliver the e-mail message 
to any of the specified recipients. 

13. The post office of claim 1, wherein each action has a 
priority, and the distribution engine executes a highest 
priority action for each e-mail message. 

14. The post office of claim 13, wherein a highest priority 
is assigned to an action of gating an e-mail message to a 
recipient other than a specified recipient. 
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15. An e-mail system comprising: 

a first post office operating on a first computer; 

a second post office, operating on a second computer, the 
second post office comprising: 
a receipt mechanism for receiving e-mail messages 5 

from a plurality of clients, each e-mail message 
having at least one specified recipient; 

a database of business rules, each business rule speci
fying an action for controlling delivery of an e-mail 
message; 10 

a rule engine coupled to receive an e-mail message 
from the receipt mechanism and selectively applying 
the business rules to the e-mail message to determine 
a set of actions to be applied to the e-mail message 
to control delivery of the e-mail message, the rule 15 

engine specifying for at least one e-mail message an 
action of deferring delivery of the message to its 
specified recipients by delivering the message to an 
administrator associated with the first post office; 

a distribution mechanism coupled to receive the at least 20 

one action from the rule engine and which in 
response to the rule engine applying the action of 
deferring delivery of the e-mail message, the distri
bution mechanism automatically combines the 
e-mail message with a new distribution list specify- 25 

ing at least the first post office for receiving the 
e-mail message for review by the administrator asso
ciated with the first post office, and a rule history 
specifying at least one business rule determined to be 
applicable to the e-mail message by at least one rule 30 

engine, and automatically delivers the e-mail mes
sage to the first post office on the distribution list 
instead of a specified recipient of the e-mail mes
sage. 

16. The e-mail system of claim 15, further comprising: 

an administration application, communicatively coupled 
to the first post office, for reviewing e-mail messages 
delivered to the administrator. 

35 

17. A process for controlling the delivery of e-mail 40 

message in a business, comprising: 

providing to a post office a set of business rules derived 
from business communication policies, each business 
rule defining an action applied to an e-mail message 
based on the attribute of the message; 45 

receiving messages at the post office; 

to at least one message received at the post office, 
applying the business rules to the attributes of the 
message to determine at least one action of deferring 
delivery to be applied to the message; 50 

automatically combining the e-mail message with a new 
distribution list specifying at least one destination post 
office for receiving the e-mail message for review by an 
administrator associated with the destination post office 
and a rule history specifying at least one business rule 55 

determined to be applicable to the e-mail message; and 

automatically delivering the e-mail message to a destina
tion post office on the distribution list instead of a 
specified recipient of the e-mail message. 60 

18. A computer implemented process for deferring the 
delivery of an e-mail message, comprising: 

storing a database including an organizational hierarcy of 
a business, the hierarchy including a plurality of roles, 
each role associated with a user; 65 

storing a database of business rules, each business rule 
specifying an action for controlling the delivery of an 

30 
e-mail message as a function of an attribute of the 
e-mail message, wherein at least one business rule 
defines an action for deferring delivery of an e-mail 
message based upon a role of a recipient user in the 
organizational hierarchy; 

receiving the e-mail message at a post office, the e-mail 
having at least one specified recipient, the at least one 
specified recipient having a role; and 

applying the business rules to the e-mail message, includ
ing responsive to the role of the at least one specified 
recipient deferring the e-mail message by delivering the 
e-mail message to an administrator to review the e-mail 
message prior to any delivery of the e-mail message to 
the at least one specified recipient. 

19. The process of claim 18, further comprising: 
receiving a command from the administrator specifying 

an action to be applied to the e-mail message, the 
command selected from one of a group consisting of: 
deleting the e-mail message instead of delivering it to 

its specified recipients; 
copying the e-mail message and delivering the copy to 

a non-specified recipient; and 
returning the e-mail message to its sender without 

delivering it to its specified recipients. 
20. A computer implemented process for deferring the 

delivery of an e-mail message, comprising: 
storing a database of business rules, each business rule 

specifying an action for controlling the delivery of an 
e-mail message as a function of an attribute of the 
e-mail message; 

receiving the e-mail message at a post office, the e-mail 
message having at least one specified recipient; 

deferring delivery of the e-mail message, by: 
automatically combining the e-mail message with a 

new distribution list specifying at least one new 
destination post office for receiving the e-mail mes
sage for review by an administrator associated with 
the destination post office and a rule history speci
fying at least one business rule determined to be 
applicable to the e-mail message; and 

automatically delivering the e-mail message to a first 
destination post office on the distribution list instead 
of a specified recipient of the e-mail message; 

persistently storing the e-mail message at the first desti
nation post office until the e-mail message is reviewed; 

automatically reviewing the e-mail message after a speci
fied time interval to determine an action to be applied 
to the e-mail message; and 

automatically applying the action to the e-mail message. 
21. A process for deferring the delivery of selected e-mail 

messages, comprising: 
storing a database of business rules, each business rule 

specifying an action for controlling the delivery of an 
e-mail message as a function of an attribute of the 
e-mail message; 

receiving a plurality of e-mail messages at a first post 
office, each e-mail message having at least one speci
fied recipient; 

selecting at least one e-mail message from the plurality of 
e-mail messages by applying at least one business rule 
to the e-mail message; 

delivering each non-selected e-mail message to its speci
fied recipients; and 

deferring the selected e-mail message by: 
automatically combining the selected e-mail message 

with a new distribution list specifying at least one 
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new destination post office for receiving the e-mail 
message for review by an administrator associated 
with the destination post office and a rule history 
specifying at least one business rule determined to be 
applicable to the e-mail message; 5 

automatically delivering the selected e-mail message to 
a destination post office on the distribution list 
instead of a specified recipient of the e-mail mes
sage; 

persistently storing the selected e-mail message in a 10 

storage area of the destination post office until the 
selected e-mail message is reviewed prior to any further 
delivery of the e-mail message to its specified recipi
ents or to another destination post office on the distri-
bution list. 15 

22. A computer implemented process for reviewing an 
e-mail message, comprising: 

receiving the e-mail message at a first post office, the 
e-mail message having at least one specified recipient; 

20 
deferring the e-mail message by: 

automatically combining the selected e-mail message 
with a new distribution list specifying at least one 
second post office for receiving the e-mail message 
for review by an administrator associated with the 25 

second post office and a rule history specifying at 
least one business rule determined to be applicable to 
the e-mail message; and 

automatically delivering the selected e-mail message to 
an administrator at the second post office on the 30 

distribution list instead of a specified recipient of the 
e-mail message; 

persistently storing the e-mail message at the second post 
office until the e-mail message is reviewed; 

automatically reviewing the e-mail message after a speci- 35 

fied time interval to determine an action to be applied 
to the e-mail message; and 

automatically applying the action to the e-mail message. 
23. A computer implemented process for reviewing an 

e-mail message, each e-mail message having at least one 40 

specified recipient, the process comprising: 

storing a database of business rules, each business rule 
specifying an action for controlling the delivery of an 
e-mail message as a function of an attribute of the 
e-mail message; 45 

automatically combining e-mail message with a distribu
tion list specifying at least one destination post office 
for receiving the e-mail message for review by an 
administrator associated with the destination post 50 

office, and a rule history specifying at least one busi
ness rule determined to be applicable to the e-mail 
message; 

automatically delivering the selected e-mail message to an 
administrator at a destination post office on the distri- 55 

bution list instead of a specified recipient of the e-mail 
message; 

persistently storing the e-mail message delivered to the 
administrator in a message store until the e-mail mes
sage is reviewed, each e-mail message in the message 60 

store having an expiration date; 
receiving for at least one of the persistently stored e-mail 

message, a command from the administrator prior to 
the expiration date of the e-mail message, the command 
indicating an action to be applied to the e-mail 65 

message, and applying the action to the e-mail mes
sage; and 

32 
for each e-mail message for which a command is not 

received from the administrator prior to the expiration 
date of the e-mail message, automatically determining 
an action to be applied to the message by applying at 
least one business rule to the e-mail message, and 
applying the action to the e-mail message. 

24. A post office for receiving and redistributing data 
objects on a computer network, the post office comprising: 

a receipt mechanism that receives a data object from a 
sender, the data object having at least one specified 
recipient; 

a database of business rules, each business rule specifying 
an action for controlling the delivery of a data object as 
a function of an attribute of the data object; 

a rule engine coupled to receive a data object from the 
receipt mechanism and coupled to the database to 
selectively apply the business rules to the data object to 
determine from selected ones of the business rules a set 
of actions to be applied to the data object; and 

a distribution mechanism coupled to receive the set of 
actions from the rule engine and apply at least one 
action thereof to the data object to control delivery of 
the data object and which in response to the rule engine 
applying an action of deferring delivery of the data 
object, the distribution engine automatically combines 
the data object with a new distribution list specifying at 
least one new destination post office for receiving the 
data object for review by an administrator associated 
with the destination post office and a rule history 
specifying at least one business rule determined to be 
applicable to the data object by at least one rule engine, 
and automatically delivers the data object to a first 
destination post office on the distribution list instead of 
a specified recipient of the data object. 

25. A computer implemented process for deferring the 
delivery of a data object, comprising: 

storing a database including an organizational hierarchy 
of a business, the hierarchy including a plurality of 
roles, each role associated with a user; 

storing a database of business rules, each business rule 
specifying an action for controlling the delivery of a 
data object as a function of an attribute of the data 
object, wherein at least one business rule defines an 
action for deferring delivery of a data object based 
upon a role of a recipient user in the organizational 
hierarchy; 

receiving the data object at a post office, the data object 
having at least one specified recipient, the at least one 
specified recipient having a role; 

applying the business rules to the data object, including 
responsive to the role of the recipient deferring delivery 
of the data object by delivering the data object to a 
recipient other than a specified recipient; 

persistently storing the data object until the data object is 
reviewed; 

automatically reviewing the data object after a specified 
time interval to determine an action to be applied to the 
data object; and 

automatically applying the action to the data object. 
26. A process for deferring the delivery of selected data 

objects, comprising: 
storing a database of business rules, each business rule 

specifying an action for controlling the delivery of a 
data object as a function of an attribute of the data 
object; 
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receiving a plurality of data objects at a first post office, 
each data object having at least one specified recipient; 

selecting at least one data object from the plurality of data 
objects by applying at least one business rule to the data 
~~ 5 

delivering each non-selected data object to its specified 
recipients; 

deferring the selected data object by: 
automatically combining the selected data object with 10 

a new distribution list specifying at least one new 
destination post office for receiving the data object 
for review by an administrator associated with the 

34 
destination post office; and a rule history specifying 
at least one business rule determined to be applicable 
to the data obj ect; 

automatically delivering the selected data object to a 
destination post office on the distribution list instead 

of a specified recipient of the data object; and 

persistently storing the data object in a storage area until 
the data object is reviewed prior to any further delivery 
of the data object to its specified recipients. 

* * * * * 
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A file content classification system includes a digital ID 
generator and an ID appearance database coupled to receive 
IDs from the ID generator. The system further includes a 
characteristic comparison routine identifying the file as 
having a characteristic based on ID appearance in the 
appearance database. In a further aspect, a method for 
identifying a characteristic of a data file comprises the steps 
of: generating a digital identifier for the data file and 
forwarding the identifier to a processing system; determin
ing whether the forwarded identifier matches a characteristic 
of other identifiers; and processing the data file based on said 
step of determination. 
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DISTRIBUTED CONTENT IDENTIFICATION 
SYSTEM 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

The invention relates to the field of content identification 
for files on a network. 

2. Description of the Related Art 

5 

2 
generally limited to programs which run and reside on the 
individual computer or server in a particular enterprise and 
which regularly scan files and e-mail attachments for known 
viruses using a number of techniques. 

SUMMARY OF THE INVENTION 

Hence, the object of the invention is to provide a content 
classification system which identifies content in an efficient, 
up-to-date manner. 

The further object of the invention is to leverage the 
content received by other users of the classification system 
to determine the characteristic of the content. 

Another object of the invention is to provide a service 
which quickly and efficiently identifies a characteristic of the 
content of a given transmission on a network at the request 
of the recipient. 

Another object of the invention is to provide the above 
objects in a confidential manner. 

With the proliferation and growth of the Internet, content 10 

transfer between systems on both public and private net
works has increased exponentially. While the Internet has 
brought a good deal of information to a large number of 
people in a relatively inexpensive manner, this proliferation 
has certain downsides. One such downside, associated with 15 

the growth of e-mail in particular, is generally referred to as 
"spam" e-mail. Spam e-mail is unsolicited e-mail which is 
usually sent out in large volumes over a short period of time 
with the intent of inducing the recipient into availing them
selves of sales opportunities or "get rich quick" schemes. 

20 A still further object is to provide a system which operates 
with low bandwidth. 

To rid themselves of spam, users may resort to a number 
of techniques. The most common is simple filtering using 
e-mail filtering which is built into e-mail client programs. In 
this type of filtering, the user will set up filters based on 
specific words, subject lines, source addresses, senders or 25 

other variables, and the e-mail client will process the incom
ing e-mail when it is received, or at the server level, and take 
some action depending upon the manner in which the filter 
is defined. 

More elaborate e-mail filtering services have been estab-
30 

These and other objects of the invention are provided in 
the present invention. The invention, roughly described, 
comprises a file content classification system. In one aspect 
the system includes a digital ID generator and an ID data
base coupled to receive IDs from the ID generator. The 
system further includes a characteristic comparison routine 
identifying the file as having a characteristic based on ID 
appearance in the appearance database. 

In a particular embodiment, the file is an e-mail file and 
the system utilizes a hashing process to produce digital IDs. 
The IDs are forwarded to a processor via a network. The 
processor performs the characterization and determination 
steps. The processor then replies to the generator to enable 

lished where, for a nominal fee, off-site filtering will be 
performed at a remote site. In one system, e-mails are 
forwarded offsite to a service provider and the automatic 
filtering occurs at the provider's location based on heuristics 
which are updated by the service provider. In other systems, 
offsite filtering occurs using actual people to read through 
e-mails and judge whether e-mail is spam or not. Other 
systems are hybrids, where heuristics are used and, 
periodically, real people review e-mails which are forwarded 
to the service to determine whether the e-mail constitutes 
"spam" within the aforementioned definition. In these 
hybrid services, personal reviews occur on a random basis 
and hence constitute only a spot check of the entire volume 

35 further processing of the email based on the characterization 
reply. 

In a further aspect, the invention comprises a method for 
identifying a characteristic of a data file. The method com
prises the steps of: generating a digital identifier for the data 

40 file and forwarding the identifier to a processing system; 
determining whether the forwarded identifier matches a 
characteristic of other identifiers; and processing the e-mail 
based on said step of determination. 

of e-mail which is received by the service. In systems where 45 

real people review e-mails, confidentiality issues arise since 
e-mails are reviewed by a third party who mayor may not 
be under an obligation of confidentiality to the sender or 
recipient of the e-mail. 

In yet another aspect, the invention comprises a method 
for providing a service on the Internet, comprising: collect
ing data from a plurality of systems having a client agent on 
the Internet to a server having a database; characterizing the 
data received relative to information collected in the data-
base; and transmitting a content identifier to the client agent. 

In addition, forwarding the entire e-mail including attach
ments to an outside service represents a high bandwidth 
issue since effectively this increases the bandwidth for a 
particular e-mail by three times: once for the initial 
transmission, the second time for the transmission to the 
service and the third time from the service back to server for 

50 In this aspect, said step of collecting comprises collecting a 
digital identifier for a data file. In addition, said step of 
characterizing comprises: tracking the frequency of the 
collection of a particular identifier; characterizing the data 
file based on said frequency; storing the characterization; 

redistribution to the ultimate recipient. 
55 and comparing collected identifiers to the known character-

Further, senders of spam have become much more sophis
ticated at avoiding the aforementioned filters. The use of 
dynamic addressing schemes, very long-length subject lines 
and anonymous re-routing services makes it increasingly 60 

difficult for normal filtering schemes, and even the 
heuristics-based services discussed above, to remain con
stantly up-to-date with respect to the spammers' ever chang
ing methods. 

ization 

BRIEF DESCRIPTION OF THE DRAWINGS 

The invention will be described with respect to the 
particular embodiments thereof. Other objects, features, and 
advantages of the invention will become apparent with 
reference to the specification and drawings in which: 

FIG. 1 is a block diagram indicating the system in filtering 
e-mail to identify content in accordance with the present 

Another downside to the proliferation of the Internet is 
that it is a very efficient mechanism for delivering computer 
viruses to a great number of people. Virus identification is 

65 invention. 
FIG. 2 is a block diagram illustrating the process of the 

present invention. 
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FIG. 3 is a block diagram illustrating in additional detail 
the method and apparatus of the present invention. 

FIG. 4 is a block diagram illustrating a second embodi
ment of the method and apparatus of the present invention. 

4 
at http:/Awww.w3.org/TR/1998/Rec-DSig-Iabe1!MD5_1_ 
6. It should be recognized however that any hashing algo
rithm can be utilized. In one embodiment, the digital ID 
generated by the MD5 hash is of the entire subject line up 

DETAILED DESCRIPTION 
5 to the point where two spaces appear, the entire body, and 

the last 500 bytes of the body of the message. It should be 
further understood that the digital ID generated may be one 
hash, or multiple hashes, and the hashing algorithm may be 
performed on all or some portion of the data under consid-

The present invention provides a distributed content clas
sification system which utilizes a digital identifier for each 
piece of content which is sought to be classified, and 
characterizes the content based on this ID. In one aspect of 
the system, the digital identifier is forwarded to a processing 
system which correlates any number of other identifiers 
through a processing algorithm to determine whether a 
particular characteristic for the content exists. In essence, the 
classification is a true/false test for the content based on the 15 

query for which the classification is sought. For example, a 
system can identify whether a piece of e-mail is or is not 
spam, or whether the content in a particular file matches a 
given criteria indicating it is or is not copyrighted material 

10 eration. For example, the hash may be of the subject line, 
some number of characters of the subject line, all of the body 
or portions of the body of the message. It should further be 
recognized that the digital ID is not required to be of fixed 
length. 

The first tier executable may be run as a separate process 
or as a plug-in with the e-mail system running on a first tier 
system 20. In one embodiment, the executable interfaces 
with a commonly used mail server on a running system such 
as a first tier system 20 is known as Sendmail TM. A common 

or contains or does not contain a virus. 
While the present invention will be discussed with respect 

20 set of tools utilized with SendmaiFM is Procmail. (http:// 
www.ii.com/internet/robots/procmail). In one aspect of the 
system of the present invention, the executable may inter
face with SendmaiFM and Procmail. In such an embodiment, 

to classifying e-mail messages, it will be understood by 
those of average skill in the art that the data classification 
system of the present invention can be utilized to classify 
any sort of text or binary data which resides on or is 25 

transmitted through a system. 
FIG. 1 is a high level depiction of the present invention 

wherein an e-mail sender 10 transmits an e-mail which is 
intercepted by a filtering process/system 15 before being 30 

forwarded to the sender. The system has the ability to act on 
the e-mail before the recipient 20 ever sees the message. 

FIG. 2 illustrates the general process of the present 
invention in the e-mail context when an e-mail sender 10 
transfers an e-mail to its intended recipient 40, the message 35 

arrives at a first tier system 20 which in this example may 
represent an e-mail server. Normally (in the absence of the 
system of the present invention), the first tier system 20 will 
transmit an e-mail directly to the intended recipient when the 
recipient's e-mail client application requests transmission of 40 

the e-mail. In the present invention, a digital identifier 
engine on the first tier system cooperating with the e-mail 
server will generate a digital identifier which comprises, in 
one environment, a hash of at least a portion of the e-mail. 
The digital identifier is then forwarded to a second tier 45 

system 30. Second tier system 30 includes a database and 
processor which determines, based on an algorithm which 
varies with the characteristic tested, whether the e-mail 
meets the classification of the query (e.g. is it spam or not?). 

Based on the outcome of this algorithm, a reply is sent 50 

from the second tier system 30 to the first tier system 20, 
where the system then processes the e-mail in accordance 
with the regenerated description by the user based on the 
outcome of the filter. The result can be as shown in FIG. 2, 
the filtered e-mail product being forwarded to the e-mail 55 

recipient. Other options for disposition of the e-mail depend
ing upon the outcome of the algorithm computed at second 
tier system 30 are described below. 

a configuration file (such as a sendmail.cf) includes a line of 
code which instructs the Procmail server program to process 
incoming e-mails through the first tier site e-mail executable 
to generate and transport digital IDs to the second tier 
system, receive its reply, and instruct the Procmail to process 
or delete the message, as a result of the reply message. 

It should be understood that the executable may be written 
in, for example, perl script and can be designed to interact 
with any number of commercial or free e-mail systems, or 
other data transfer systems in applications other than e-mail. 

The digital ID usage in this context reduces bandwidth 
which is required to be transported across the network to the 
second tier system. Typically, the ID will not only contain 
the hashed data, but may include versioning information 
which informs the second tier system 30 of the type of 
executable running on the first tier system 20. 

In addition, the reply of the second tier system to the first 
tier system may be, for example, a refusal of service from 
the second tier system 30 to the first tier system 20 in cases 
where the first tier system is not authorized to make such 
requests. It will be recognized that revenue may be gener
ated in accordance with the present invention by providing 
the filtering service (i.e. running the second tier service 
process and maintaining the second tier database) for a fee 
based on volume or other revenue criteria. In this commer-
cial context, the reply may be a refusal of service of the user 
of the first tier system 20 which has exceeded their allotted 
filtering quota for a given period. 

FIG. 3 shows a second embodiment of the system of the 
present invention. In FIG. 3, the first tier system is broken 
down into three components including a message prepro
cessing section 110, a message processing section 120, a 
configuration file DSI0. In this example, the e-mail from 
sender 10 is first diverted to message preprocessing 110. 
Preprocessing algorithm is configured with rules from con-It should be understood with reference to FIGS. 1 and 2 

that the external e-mail sender can be any source of elec
tronic mail or electronic data sent to the filtering process 
from sources outside the system. The e-mail recipients 40 
represent the final destination of electronic data that passes 
through the filtering process. 

60 figuration file DSI0. These rules are guidelines on how and 
when, for example, to generate digital IDs from the e-mail 
which is received. Message preprocessing receives the email 
from the e-mail sender 10 and generates digital IDs based on 
the preprocessing rules from DSI0. DSI0 is a configuration 

In one aspect, the system may be implemented in execut
able code which runs on first tier system 20 and generates 
digital IDs in accordance with the MD5 hash fully described 

65 file which stores configuration rules (before preprocessing 
and postprocessing) for the first tier system 20. The message 
processing rules may include guidelines on how to dispose 
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the database and the processing algorithm running on the 
third tier system. In one embodiment, where spam determi
nation is the goal, the algorithm computes, for example, the 
frequency with which a message (or, in actuality, the ID for 

of those e-mails classified as spam. For example, a message 
may be detected, and may be forwarded to a holding area for 
electronic mail that has been deemed to be spam by second 
tier system 30, have the word "SPAM" added to the subject 
line, moved to a separate folder, and the like. In this 
example, message preprocessing rules include rules which 
might exempt all e-mails from a particular destination or 
address from filtering by the system. If a message meets 
such exemption criteria, the message is automatically 
forwarded, as shown on line 50, directly to message pro
cessing 120 for forwarding directly onto the e-mail recipient 
40. Such rules may also comprise criteria for forwarding an 
e-mail directly to a rejected message depository DS20. 

5 the message), is received within a particular time frame. For 
example, if a particular ID indicating the same message is 
seen some number of times per hour, the system classifies 
the message (and ID) as spam. All subsequent IDs matching 
the ID classified as spam will now cause the system 30' to 

If a preprocessing rule does not indicate a direct passage 
of a particular e-mail through the system, one or more digital 
identifiers will be generated as shown at line 66 and trans
mitted to the second tier system 30'. In the example shown 

10 generate a reply that the e-mail is spam. Each client having 
a first tier system 20' which participates in the system of the 
present invention benefits from the data generated by other 
clients. Thus, for example, if a particular client receives a 
number of spam e-mails meeting the frequency requirement 

15 causing the system to classify another client having a first 
tier system 20' which then sees a similar message will 
automatically receive a reply that the message is spam. 

at FIG. 3, second tier system 30' includes a second tier server 
210 in a third tier database 220. In this example, the second 
tier server relays digital IDs and replies between prepro- 20 

cessing and the message processing 120. The example 
shown in FIG. 3 is particularly useful in an Internet based 
environment where the second tier server 210 may comprise 
a web server which is accessible through the Internet and the 
third tier database 220 is shielded from the Internet by the 25 

second tier server through a series of firewalls or other 
security measures. This ensures that the database of digital 

It should be recognized that in certain cases, large repu
table companies forward a large block of e-mails to a 
widespread number of users, such as, for example informa
tion mailing list servers specifically requested bye-mail 
receivers. The system accounts for such mailing list appli
cation on both the area and second tier system levels. 
Exceptions may be made in the algorithm running on the 
third tier database 220 to take into account the fact that 
reputable servers should be allowed to send a large number 
of e-mails to a large number of recipients at the destination 
system 20'. Alternatively, or in conjunction with such 
exceptions, users may define their own exceptions via the 

ID information which is compiled at the third tier database 
220 is free from attack from individuals desirous of com
promising the security of this system. 

30 DS10 configuration. As a service, any number of acceptable 
sources such as, for example, the Fortune 1000 companies' 
domain names may be characterized as exempted "no spam" 
sites, and users can choose to "trust" or "not trust" server 

In this case, second tier server 210 forwards the digital ID 
directly to the third tier database which processes the IDs 
based on the algorithm for testing the data in question. The 
third tier database generates a reply which is forwarded by 
the second tier server back to message processing 120. 35 

Message processor 120 can then act on the e-mail by either 
sending filtered e-mail to the e-mail recipient, sending the 
filtered e-mail to the rejected message depository DS20 or 
acting on the message in accordance with user-chosen 
configuration settings specified in configuration file DS10. 40 

side settings. 

While the aforementioned embodiment utilizes a fre
quency algorithm to determine whether a message is spam, 
additional embodiments in the algorithm can analyze mes
sages for the frequency of particular letters or words, and/or 
the relationship of the most common words to the second 
most common words in a particular message. Any number of 
variants of the algorithm may be used. 

In the environment shown in FIG. 3, the configuration file 
DS1 10 on the first tier allows other decisions about the 
e-mail received from the e-mail sender 10 to be made, based 
on the reply from second tier 30. For example, in addition to 
deleting spam e-mail, the subject line may be appended to 
indicate that the e-mail is "spam," the e-mail may be held in 

It should be further recognized that the second tier server 
can be utilized to interface with the value added services, 

45 such as connecting the users to additional mailing lists and 
reference sources, providing feedback on the recipients' 
characteristics to others, and the like. a quarantine zone for some period of time, an auto reply 

generated, and the like. In addition, the message preprocess
ing and message processing rules allow decisions on e-mail 
processing to account for situations where second tier sys- 50 

tern 30' is inaccessible. Decisions which may be imple
mented in such cases may include "forward all e-mails," 
"forward no e-mails," "hold for further processing," and the 
like. 

In an Internet based environment, the second tier server 
30 may transmit a digital identification and other informa
tion to the third tier database 220 by means of the HTTP 
protocol. It should be recognized that other protocols may be 
used in accordance with the present invention. The third tier 
database 220 may be maintained on any number of different 
commercial database platforms. In addition the third tier 
database may include system management information, such 

FIG. 4 shows a further embodiment of the invention and 
details how the server side system manipulates with the 
digital identifiers. In FIG. 4, the embodiment includes a 
DS10 configuration file which provides message exemption 
criteria and message processing rules to both message 
preprocessing and routine 110 message processing 120, 
respectively. Message preprocessing 110 may be considered 

55 as two components: message exemption checking 111 and 
digital ID creation 112. Both of these components function 
as described above with respect to FIG. 3 allowing for 
exempt e-mails to be passed directly to an e-mail recipient 
40, or determining whether digital IDs need to be forwarded 

60 to second tier server 210. Replies are received by message 
processing algorithm 120 is acted on by rule determination 
algorithm 121, and e-mail filtering 123. 

as client identifier tracking, and revenue processing infor
mation. In an unique aspect of the present invention in 
general, the digital IDs in third tier database 22 are main- 65 

tained on a global basis. That is, all first tier servers which 
send digital IDs to second tier servers 210 contribute data to 

At the second tier system 30', digital IDs transmitted from 
second tier processor 210 are transmitted to a digital ID 
processor 221. In this embodiment, processor 221 incre
ments counter data stored in DS30 for each digital ID per 
unit time. As the volume of messages processed by database 
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5. The content classification system of claim 1 wherein 
said plurality of agents are coupled to said database via a 
combination of public and private networks. 

220 can be quite large, the frequency algorithm may be 
adjusted to recognize changes in the volume of individual 
messages seen as a percentage of the total message volume 
of the system. 

The frequency data stored at DS30 feeds a reply generator 
222 which determines, based on both the data in the DS30 
and particular information for a given client, (shown as data 
record DS40) whether the reply generated and forwarded to 
second tier server 210 should indicate that the message is 
spam or not. Configuration file DS40 may include rules, as 

6. The content classification system of claim 5 wherein 
5 said database is coupled to an intermediate server which is 

coupled to said plurality of agents. 
7. The content classification system of claim 6 wherein 

said intermediate server is a web server. 
8. The content classification system of claim 1 wherein 

10 said characteristic comprises junk e-mail and said charac
teristic is defined by a frequency of appearance of a file 
content ID. 

set forth above, indicating that the reply from the second tier 
server 210 is forwarded to rule determination component of 
message processor 120 which decides, as set forth above, 
how to process the rule if it is in fact determined that it is 
spam. The filtered e-mail distribution algorithm forwards the 15 

e-mail directly to the e-mail client 40 or to the rejected 
message repository as set forth above. 

A key feature of the present invention is that the digital 
IDs utilized in the data identifier repository DS30 are drawn 
from a number of different first tier systems. Thus, the 20 

greater number of first tier systems which are coupled to the 
second tier server and subsequent database 220, the more 
powerful the system becomes. 

It should be further recognized that other applications 
besides the detection of spam e-mail include the detection of 25 

viruses, and the identification of copyrighted material which 
are transmitted via the network. 

9. A method for identifying characteristics of data files, 
comprising: 

receiving, on a processing system, file content identifiers 
for data files from a plurality of file content identifier 
generator agents, each agent provided on a source 
system and creating file content IDs using a mathemati
cal algorithm, via a network; 

determining, on the processing system, whether each 
received content identifier matches a characteristic of 
other identifiers; and 

outputting, to at least one of the source systems respon
sive to a request from said source system, an indication 
of the characteristic of the data file based on said step 
of determining. 

10. The method of claim 9 wherein said file content 
Moreover, it should be recognized that the algorithm for 

processing digital identifiers and the data store DS30 are not 
static, but can be adjusted to look for other characteristics of 
the message or data which is being tested besides frequency. 

identifier generates an identifier by hashing at least a portion 
30 of the data file. 

11. The method of claim 10 wherein said hashing com
prises using the MD5 hash. 

Hence, the system allows for leveraging between the 
number of first tier systems or clients coupled to the database 

12. The method of claim 10 wherein said step of gener
ating comprises hashing multiple portions of the data file. 

13. The method of claim 9 wherein each said data file is 
an email message and said step of determining comprises 
determining whether said email is SPAM. 

to provide a filtering system which utilizes a limited amount 35 

of bandwidth while still providing a confidential and pow
erful e-mail filter. It should be further recognized that the 
maintainer of the second and third tier systems may generate 
revenue for the service provided by charging a fee for the 
service of providing the second tier system process. 

14. The method of claim 9 wherein said step of deter
mining identifies said e-mail as SPAM by tracing the rate per 

40 unit time a digital ID is generated. 
15. The method of claim 14 wherein said method further Still further, the system can collect and distribute anony

mous statistical data about the content classified. For 
example, where e-mail filtering is the main application of the 
system, the system can identify the percentage of total 
e-mail filtered which constitutes spam, where such e-mail 45 

originates, and the like, and distribute it to interested parties 
for a fee or other compensation. 

What is claimed is: 
1. A file content classification system comprising: 
a plurality of agents, each agent including a file content ID 50 

generator creating file content IDs using a mathemati-
cal algorithm, at least one agent provided on one of a 
plurality of clients; 

an ID appearance database, provided on a server, coupled 
to receive file content IDs from the agents; and 

a characteristic comparison routine on the server, identi
fying a characteristic of the file content based on the 
appearance of the file content ID in the appearance 
database and transmitting the characteristic to the client 
agents. 

2. The content classification system of claim 1 wherein 
said ID generator comprises a hashing algorithm. 

3. The content classification system of claim 2 wherein 
said hashing algorithm is the MD5 hashing algorithm. 

55 

60 

4. The content classification system of claim 2 wherein 65 

said ID appearance database tracks the frequency of appear
ance of a digital ID. 

includes the step of instructing said plurality of source 
systems to perform an action with the email based on said 
determining step. 

16. A method of filtering an email message, comprising: 
receiving, on a second computer, a digital content iden

tifier created using a mathematical algorithm unique to 
the message content from at least two of a plurality of 
first computers having digital content ID generator 
agents; 

comparing, on the second computer, the digital content 
identifier to a characteristic database of digital content 
identifiers received from said plurality of first comput
ers to determine whether the message has a character
istic; and 

responding to a query from at least one of said plurality 
of computers to identify the existence or absence of 
said characteristic of the message based on said com
paring. 

17. The method of claim 16 wherein said second com
puter is coupled to said plurality of first computers by a 
combination of public and private networks. 

18. The method of claim 17 wherein said step of receiving 
includes receiving identifiers from said plurality of first 
systems via an intervening Web server. 

19. The method of claim 18 wherein said plurality of 
systems are coupled by the Internet. 
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20. The method of claim 16 wherein said step of com
paring comprises determining the frequency of a particular 
ID occurring in a time period, classifying said ID as having 
a characteristic, and comparing digital content identifiers to 
said classified IDs. 5 

21. A file content classification system for a first computer 
and a second computer coupled by a network, comprising: 

a client agent file content identifier generator on the first 
computer, the file content identifier comprising a com
puted value of at least two non-contiguous sections of 10 

data in a file; and 

a server comparison agent and data-structure on the 
second computer receiving identifiers from the client 
agent and providing replies to the client agent; 

15 
wherein the client agent processes the file based on replies 

from the server comparison agent. 
22. A method for providing a service on the Internet, 

comprising: 
collecting data on a processing system from a plurality of 20 

systems having a client agent generating digital content 
identifiers created using a mathematical algorithm for 
each of a plurality of files on the Internet to a server 
having a database; 

10 
characterizing the files on the server system based on said 

digital content identifiers received relative to other 
digital content identifiers collected in the database; and 

transmitting a substance identifier from the server to the 
client agent indicating the presence or absence of a 
characteristic in the file. 

23. The method of claim 22 wherein said step of collect
ing comprises collecting a digital identifier for a data file. 

24. The method of claim 23 wherein said file content is an 
e-mail. 

25. The method of claim 23 wherein said step of charac
terizing comprises: 

tracking the frequency of the collection of a particular 
identifier, 

characterizing the data file based on said frequency, 

storing the characterization; and 

comparing collected identifiers to the known character
ization. 

* * * * * 



UNITED STATES PATENT AND TRADEMARK OFFICE 

CERTIFICATE OF CORRECTION 

PATENT NO. : 6,460,050 B1 Page 1 of 1 
DATED : October 1, 2002 
INVENTOR(S) : Pace et al. 

It is certified that error appears in the above-identified patent and that said Letters Patent is 
hereby corrected as shown below: 

Column 7, 
Line 65, after "claim" and before "wherein" delete "2" and substitute -- 1 --

Signed and Sealed this 

Thirty-first Day of August, 2004 

JONW.DUDAS 
Director of the United States Patent and Trademark Office 





(12) United States Patent 
Stewart et al. 

(54) E-MAIL VIRUS PROTECTION SYSTEM AND 
METHOD 

(75) Inventors: Walter Mason Stewart, Potomac, MD 
(US); Marcelo Carrera, Silver Spring, 
MD (US); Robert G. Hook, Alexandria, 
VA (US) 

(73) Assignee: Gatekeeper LLC, Leesburg, VA (US) 

( *) Notice: Subject to any disclaimer, the term of this 
patent is extended or adjusted under 35 
U.S.c. 154(b) by 0 days. 

This patent is subject to a terminal dis
claimer. 

(21) Appl. No.: 11/140,464 

(22) Filed: May 31,2005 

(63) 

(60) 

(51) 

(52) 
(58) 

(56) 

Related U.S. Application Data 

Continuation of application No. 091704,790, filed on 
Nov. 3, 2000, now Pat. No. 6,901,519. 

Provisional application No. 60/213,254, filed on Jun. 
22,2000. 

Int. Cl. 
H04L 9/00 (2006.01) 
U.S. Cl. ........................ 713/152; 7131151; 7131150 
Field of Classification Search .... ...... ......... 726/22, 

726/24 
See application file for complete search history. 

References Cited 

U.S. PATENT DOCUMENTS 

5,623,600 A 
5,740,370 A 
5,832,208 A 

411997 Ji et al. 
411998 Battersby et al. 

1111998 Chen et al. 

111111 

JP 

1111111111111111111111111111111111111111111111111111111111111 
USOO7506155Bl 

(10) Patent No.: US 7,506,155 Bl 
(45) Date of Patent: *Mar.17,2009 

5,842,002 A 1111998 Schnurer et al. 
5,889,943 A 3/1999 Ji et al. 
5,918,054 A 6/1999 Jury et al. 
5,940,614 A 8/1999 Allen et al. 
6,026,502 A 212000 Wakayama 
6,092,194 A 7/2000 Touboul 
6,094,731 A 7/2000 Waldin et al. 
6,170,055 Bl 112001 Meyer et al. 
6,185,678 Bl * 212001 Arbaugh et al. ................ 713/2 
6,192,477 Bl 212001 Corthell 
6,253,324 Bl * 6/2001 Field et al. .................. 713/187 
6,311,273 Bl 10/2001 Helbig et al. 

(Continued) 

FOREIGN PATENT DOCUMENTS 

11-167533 6/1999 

(Continued) 

OTHER PUBLICATIONS 

U.S. Appl. No. 111650,561 entitled "Computer network virus protec
tion system and method", inventors Walter Stewart et aI., filed Jan. 9, 
2007. 

(Continued) 

Primary Examiner-Pramila Parthasarathy 
(74) Attorney, Agent, or Firm-Sterne, Kessler, Goldstein & 
Fox P.L.L.c. 

(57) ABSTRACT 

A network is protected from e-mail viruses through the use of 
a sacrificial server. Any executable programs or other suspi
cious parts of incoming e-mail messages are forwarded to a 
sacrificial server, where they are converted to non-executable 
format such as Adobe Acrobat PDF and sent to the recipient. 
The sacrificial server is then checked for virus activity. After 
the execution is completed, the sacrificial server is rebooted. 

41 Claims, 4 Drawing Sheets 



US 7,506,155 Bl 
Page 2 

u.s. PATENT DOCUMENTS 

6,377,691 Bl * 
6,401,210 Bl 
6,487,664 Bl 
6,487,994 B2 * 
6,901,519 Bl * 

4/2002 Swift et al. ................. 3801277 
6/2002 Templeton 

1112002 Kellum 
1212002 Ahern et al. .............. 123/25 R 

5/2005 Stewart et al. ................ 726/24 
200210035696 Al 312002 Thacker 

JP 
JP 

FOREIGN PATENT DOCUMENTS 

11-252158 
2000-29799 

9/1999 
112000 

OTHER PUBLICATIONS 

U.S. Appl. No. 111971,754 entitled "Computer Network Virus Pro
tection System and Method", inventors Walter Stewart et aI., filed 
Jan. 9, 2008. 
Brown, Reader Response Reveals e-mail hoax, Mar. 1998, Roanoke 
Times & World New start p. A5. 
Cornetto, Advances in Web Technology cause e-mail client prob
lems, Aug. 1998, InfoWorld, vol. 20, p. 13. 

Horwitt, Communication Software: 104 Packages to get you on line, 
Nov. 1983, Business Computer Systems, vol. 2, abstract. 
Microsoft, Microsoft Computer Dictionary, 1997, Microsoft Press, 
3rd Edition, p. 173. 
Microsoft, Microsoft Press Computer Dictionary, 1997, Microsoft 
Press, 3rd Sup. Edition, p. 141. 
Newton, Newton's Telecom Dictionary, 1998, Telecom Books, 
14.sup.th Edition, pp. 334-335. 
Rad, Virus threat bytes computer users, Aug. 1998, Houston 
Chronicle.com, start p. 6. 
"Declude Virus," http://www.declude.comivirus/index.htrnl. © 
2000-2002 Computerized Horizons. 
"CERT® Advisory CA-1999-04 Melissa Macro Virus," http://www. 
cert.org/advisories/CA -1999-04.html. 
"CERT® Advisory CA-2000-04 Love Letter Worm," http://www. 
cert.org/advisories/CA-2000-04.htmi. 
''ViruSafe™ FireWall," http://www.Bristol.de/virusafe2.htrnl.no 
date on record. 
"ViruSafe FireWall 1.5 Software Plus-in Blocks Viruses, Vandals," 
http://www.cryptosoft.comisnews/feb98/ 16029806 .htrn. 

* cited by examiner 



u.s. Patent 

E-MAIL 
ORIGINATOR 

~01 
1==:3001 

Mar. 17,2009 Sheet 1 of 4 US 7,506,155 Bl 

ETHERNETCONNECllON CONTAINS A VARIABLE 
NUMBER OF SACRIFICIPL TASTE TESTERS 
DEPENDING ON HISTORICAL ATIACHMENT VOLUMES. 

r-----\-------~ I READ ONLY I 
I 103 CD ROM DRIVE I 

I D c=J I 

102 

109 

ONLY "SI'fE" 
AUTHORIZED 
E-MAIL GETS 

1e=;30Dl 1..104 
SACRIFICIAL 

TASTE 
TESTER 

103 READ ONLY 
CO ROM DRIVE 

Ie==ool 104 
SACRIFICI,AJ.. 

TASTE 

TESTER READ ONLY 
103 CD ROM DRIVE 

Ie==ool 
SACRIFICI,AJ.. 

TASTE 
TESTER 

~}~~T~I_S ________ ~ 

Ie==(]ol 
COMPANY 

WORKSTAllON 

107 

COMPANY 
PRINTER 

.-=~ 

COMPANY 
WORKSTATION 

FIG. 1 



u.s. Patent Mar. 17,2009 Sheet 2 of 4 US 7,506,155 Bl 

201 
r--------, 

STRIP OFF THE 
ADDRESSEE INFORMATlON 

DATE ITlME 
STAMP + 
E-MAIL 

AND 
ATTACH. 

THE LOG CONTANS DATE, TlME, 
ADDRESSEE, MESSAGE ID (IF ANY) 
PLUS ANY ROUTlNG INFO. IT ALSO 
CONTAINS ALL UNOPENED (AND 
UN-EXECUTED) ATTACHMENTS. 
THIS DATA IS PERIODICALLY 
ARCHIVED. 

2.--0r-5-1--__ ~ ___ ~ THE E-MAIL PORTlON OF THE MSG. IS PASSED 
CONVERT E-MAIL PORTlON THROUGH CONVERT STEPS THAT ELIMINATE 

TO SECURE FORMAT ALL BUT ALPHANUMERIC ASCII DATA FROM 
-------........ ------'-' THE E-MAIL 

THE USER PROVI DES A LIST OF 
APPROVED ATTACHMENT TYPES. 

206 
IS THERE 

AN 
ATTACHMENT 

211 

ADD E-MAIL MESSAGE 
""---,----i "CONTAINS ADISAP

PROVED ATTACHMENT' 

210 

CONSTRUCT A "SAFE" 
E-MAIL MSG. CONTAINING 

ADDRESSEE INFO, 
SECURE FORMAT MSG. 

DATA AND THE 
ATTACHMENT HYPERLINKS 

A 

ADD E-MAIL MESSAGE 
"CONTAINS A DISAP

PROVED ATTACHMENT' 

215 

CONVERT ATTACHMENT 
TO SECURE (DISPLAY 

ONLy) FORMAT 

FIG. 2 

NO 

A' 



u.s. Patent Mar. 17,2009 

8 

PASS ·SAFE" E-MAIL WITH 
ANYATIACHMENTS TO 
USER'S E-MAIL SERVER 

NO 

Sheet 3 of 4 

YES 

US 7,506,155 Bl 

8' 

209 

CREATE A COpy OF 
THE EMBEDDED CODE 

213 

CREATE A TEST 
AUTHORIZATION VALUE 
FOR THE MACRO(S) 

220 

THE USER PROVIDES 
A LIST OF APPROVED 

MACROS 

RECEIVE AND DECRYPT 
TRAFFIC FROM 
SACRIFICI AL PC 

FIG. 2A 

SEND ATTACHMENT TO 
THE "SACRIFICIAL PC" 
PROCESSOR VIA LINK 
(108) AND CONTINUE 

AT (210) 



u.s. Patent Mar. 17,2009 Sheet 4 of 4 US 7,506,155 Bl 

I ATTACHMENT(S) FROM E-MAIL SERVER 301 

1 
I LOGICALLY BREAK CONNECTION (108) TO THE E-MAIL SECURITY SERVER 302 

~ 
I OPEN ATIACHMENTUSING STANDARD E-MAIL PROCESS 303 

! I CONVERT ATTACHMENT(S) PORTION TO SECURE FORMAT 304 , 
I ENCRYPT SECURE PORTION USING THIS TESTER'S KEY 305 

l 
RE-ESTABLISH CONNECTION TO THE E-MAIL /306 
SECURITY SERVER VIA CONNECTION (108) 

l 
I COPY SECURE ATIACHMENTTO GATEKEEPER VlACONNECTION (10B) 307 

l 
308 I RUN CURRENT VIRUS CHECKER TO DETERMINE IF THE SYSTEM CHANGED 

~ ( 310 

ANY ACTIVATE VIRUS ALERT 
NO UNEXPECTED YES TO AUTHORIZED 

CHANGES? PERSONNEL 
314) .... 

~ 
-

311,\ ENCRYPT ATTACHMENT 
USING THIS TESTER'S KEY THIS FUNCTION ~ EXECUTED A "GHOST' 

3152 
PERFORMS A QUICK COpy REBOOT FROM 
RE-LOAD OF THE C THE READ ONL Y CD 

RE-ESTABLISH CONNECTION DRIVE, INCLUDING ROM (110) 
TO THE E-MAIL SECURITY THE VALIDATED AND i (312 SERVER VIA CHECKSUMMED 

CONNECTION (108) SYSTEM FROM RE-ESTABLISH CONNECTION 
THE READ ONL Y CD TO THE E-MAIL SECURITY 

316) ROM (110) SERVER VIA 

COpy A IT ACHMENT TO 
CONNECTION (108) 

GATEKEEPER VIA J 
CONNECTION (108) ..l 313 

(~ 
FIG. 3 



US 7,506,155 Bl 
1 

E-MAIL VIRUS PROTECTION SYSTEM AND 
METHOD 

REFERENCE TO RELATED APPLICATION 

The present application is a continuation of u.s. patent 
application Ser. No. 091704,790, filed Nov. 3, 2000, now U.S. 
Pat. No. 6,901,519, which claims the benefit of U.S. Provi
sional Application No. 60/213,254, filed Jun. 22, 2000. The 
disclosures of both of those applications are hereby incorpo- 10 

rated by reference in their entireties into the present disclo
sure. 

BACKGROUND OF THE INVENTION 

2 
While all of these methods work to some degree, they tend 

to suffer from one critical drawback: They depend on recog
nizing the virus as a virus before instituting any protection for 
the user. All too often, new (unrecognized) viruses must first 
wreak havoc on a significant number of victims before the 
new virus' identifYing characteristics are recognized and 
included in the (ever-lengthening) watch lists of the various 
virus protection programs available to government and indus
try. 

SUMMARY OF THE INVENTION 

The present invention overcomes the limitations of the 
prior art by implementing a system and method that elimi-

1. Field of the Invention 
The present invention relates generally to computer sys

tems and computer networks. In particular, the present inven
tion relates to a system and method for detecting and nullifY
ing the effects of computer viruses. Still more particularly, the 
present invention relates to a system and method for detecting 
and nullifying the effects of computer viruses from messages 
and attachments delivered by electronic mail through a net
work. 

15 nates the threat of viruses transmitted on a computer network 
by rendering any viruses inoperable. As discussed above, all 
viruses are programs. Like all programs, they are designed to 
run in a specific or predictable environment. Viruses depend 
on a host computer's operating system to recognize them as 

20 valid programs. They also depend on the host computer's 
central processing unit (CPU) to understand the virus' com
mands and obey them. Non executable entities are, by nature, 
incapable of launching a virus. Therefore, if a host computer 
converts all data received via e-mail (mail and attachments) to 

2. Description of the Related Art 25 non-executable entities, any embedded virus is rendered 
inoperable. The present invention describes a method and 
system of virus protection that involves passing all e-mail and 
attachments through various conversion states that, while 
harmless to e-mail text and attachments, the conversions are 

Computer viruses are a destructive aspect of the computer 
revolution that threatens its potential growth and usability. 
Significant time and money are lost annually combating the 
effects of this insidious, and seemingly endemic, problem. A 
computer virus is actually just an unauthorized block of 
executable computer code purporting to be harmless or is 
hidden in another valid computer program. Once the valid 
program is executed, the unauthorized virus code is also 
activated. The effect of such viruses can be simple pranks, 
such as causing messages to be displayed on the screen, or 
more serious activities, such as destroying programs and data. 
Once executed, they often spread quickly by attaching them
selves to other programs in the system. Infected programs 
may in turn continue the cancerous replication by copying the 
virus code to still other programs. The proliferation of Inter- 40 

net E-mail has only accelerated the problem in that local 
viruses can now spread internationally in a matter of hours. 

30 lethal to executable code (viruses). 
Even though the majority of e-mail received by a company 

or government agency should contain no valid executable 
components, a small percentage of e-mail attachments, such 
as "working drafts," and standard contract templates may 

35 require user updating or valid executable macros. Therefore, 
the present invention also describes a system and method of 
identifying "Approved" embedded macros and-as long as 
they have not been modified-allowing them to survive the 

Prior art attempts to reduce the effects of viruses and pre
vent their proliferation by using various virus detection 
schemes have been only marginally successful. The reason 45 

for the limited success is that the prior art methods attempt to 
identify the existence of a virus before taking steps to protect 
a user. For example, many virus detection programs use a 
method known as "behavior interception," which monitors 
the computer or system for key system functions such as 50 

"write," "erase," "format disk," etc. When such operations 
occur, the virus detection program prompts the user for input 
as to whether such an operation is expected. If the suspect 
operation was not expected (e.g., the user was not operating 
any program that employed such a function), the user can 55 

abort the operation. Another virus detection method, known 
as "signature scanning," scans program code that is being 
copied onto the system. Again, the virus detector searches for 
recognizable patterns of program code, such as the program 
attempting to write into specific file or memory locations, that 60 

betray the possible existence of a virus. Yet another prior art 
approach to virus detection performs a checksum (math
ematical signature) on critical programs stored on a system 
that are known to be free of viruses. If a virus later attaches 
itself to one of these programs, the checksum value-which is 65 

periodically recalculated-will be different and thus, the 
presence of a virus detected. 

virus killing conversions. 
Finally, the present invention also includes a unique "sac

rificial PC" system and method capable of safely executing, 
detecting (via examination of the results of execution), and 
safely recovering from potentially virus-laden e-mails. 

BRIEF DESCRIPTION OF THE DRAWINGS 

A preferred embodiment will be set forth in detail with 
reference to the drawings, in which: 

FIG. 1 shows a block diagram of an e-mail gatekeeper 
system; 

FIGS. 2 and 2A show a flow chart of operations carried out 
in the e-mail gatekeeper system; and 

FIG. 3 shows a flow chart of operations carried out by a 
sacrificial processor. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

Though not essential to every embodiment of this inven
tion, the preferred embodiment makes use of the following 
concepts and principles: 

1. Recipients of e-mails are ultimately more qualified to 
determine what information is acceptable than a gener
alized software program or system 

2. If given an opportunity, a user can clearly define which 
e-mail types and attachments he or she does or does not 
wish to receive. 
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3. The ability of users to accept macros and other forms of 
executable code commonly used in modern computer 
generated business forms and templates must be main
tained. 

4. All information is potentially important to a user. There
fore, software systems, including security programs, 
should not arbitrarily delete or withhold e-mail content 
without specific knowledge and authorization of the 
owner of the e-mail system. 

5. The value of information tends to decrease over time. 
Therefore, information contained in e-mails should not 
be unreasonably delayed. 

The gatekeeper method and system described herein oper
ate under the following rules and definitions: 
1. Any macro or executable code that alters the physical 

appearance of an e-mail or attachment is considered by the 
gatekeeper to be a customized form. 

2. All customized forms requiring user input must be autho
rized by the owner of the e-mail system. 
In an effort to provide recipients with all of the contents of 

all e-mails and attachments (not prohibited by the owner of 
the e-mail system) all unauthorized form will be executed; 
however, the form's output (not the form itself) will be deliv
ered to the user in a "safe" non-executable format. 

The Gatekeeper method and system described defines and 
ability to authorize and authenticate all forms. 

The virus detection system and method of the present 
invention preferably operates on a system as depicted in FIG. 
1. 

An intermediary E-mail security server (102), referred to 
as "the Gatekeeper" intercepts all e-mail messages and 
attachments sent by a sender (101) via a communications 
network, such as the Internet (109). The arriving unopened 
e-mail and attachments are archived and logged (202) with a 
date and time stamp, plus any routing information available. 
Address data is then stripped off of the e-mail (204) for 
attachment to the "safe" e-mail constructed at (210). The 
e-mail portion of the Internet e-mail received from (201) is 
passed through a conversion process (205) that eliminates all 
executable code leaving only alphanumeric message text. 
Any imbeddedhyperlinks or email addresses, while still iden
tifiable as links or addresses, are rendered inoperable as 
executable "links." The Gatekeeper (102) then checks to see if 
the arriving e-mail contains an attachment (206). If the e-mail 
contains no attachment, processing continues at step (210). 

4 
This process involves reading the attachment file's internal 
format and identifYing any executable code, such as macros 
that may be present. Any executable code found is noted and 
identified for authentication (209). An encrypted authentica
tion identifier is created for the executable code by passing it 
through an algorithm such as, a checksum or hashing algo
rithm (213), that uniquely identifies the string of executable 
code. The unique identifier is then encrypted using a key 
known only to the Gatekeeper program or server. The authen-

10 tication identifier is then compared to a list of approved code 
contained by the Gatekeeper and supplied by the Client (216). 
Since this system and method described validates only the 
executable code (macros), the non-executable data portion of 
the attachment can safely be changed or updated interactively. 

15 If the attachment contains approved macros, the original 
attachment is made available to the recipient. If the attach
ments contain unapproved macros, the attachment is for
warded to an available sacrificial PC processor (103) via data 
link (108) for conversion to a non-executable format and 

20 further detailed virus testing. The method just described for 
detecting, authenticating, and approving a macro can be used 
to authenticate and approve any form of executable code 
embedded in an attachment or in the body of an e-mail mes
sage. Such code can include compiled programs, interpretive 

25 code, scripts, batch language, markup language code, or the 
like located in any part of the e-mail message, including the 
body and the attachments. 

Sacrificial PC processing begins with the original e-mail 
attachment being passed to an available sacrificial PC (105) 

30 via a data link (108) connecting the Gatekeeper server (102) 
with the sacrificial Pc. Once the transfer of the attachment is 
complete the data link (108) is intentionally broken. This 
eliminates the possibility of any unintended communications 
back to the Gatekeeper. The original attachment is then 

35 opened using standard Windows application processing sup
plied by the client (303). The opened attachment is then 
passed through a process (304) which converts the attachment 
to a non-executable image format, such as Portable Docu
ment Format (PDF). Note there are many suitable image 

40 formats. The process would choose one selected by the client. 
The safe image format version of the attachment is then 
encrypted in the sacrificial PC's unique authentication key 
assigned by the Gatekeeper at startup. The data link (108) to 
the Gatekeeper is then re-established (306) and the encrypted 

45 non-executable attachment is returned to the Gatekeeper 
(307). If the e-mail contains an attachment, the attachment types 

(extensions) are validated against several lists provided by the 
client during the installation process. The e-mail attachment 
type is first checked against a list of client approved accept
able file extensions. If the attachment extension is not in the 50 

All communications from a sacrificial PC to the Gate-
keeper are interrogated by the Gatekeeper's communications 
processor (220). Before being accepted by the Gatekeeper as 
a valid message, the data must pass a strict authentication test 
(219). The authentication process is as follows. approved list, it is considered either disapproved or unknown. 

(212). If the attachment extension type is found in the disap
proved list, a message is constructed indicating that "this 
e-mail contains a disapproved attachment." The disapproval 
message is included in the safe e-mail constructed in step 
(210). 

If the e-mail contains an attachment with an extension that 
is not in either the "disapproved" or "approved" lists, the 
entire attachment is passed through a conversion process 
(205) that eliminates all executable code leaving only alpha
numeric message text. This process will generally create a 
readable copy of the attachment, but will not allow the attach
ment to open any processes or applications, including execut
able virus code. If the included attachment from (206) is of an 
approved extension type, attachment inspection processing 
continues at (208), which checks the approved attachment 
extension to see if it contains any executable code (macros). 

At System startup (and periodically, if desired) the Gate
keeper creates a randomly generated set of authentication 
parameters to be used by each sacrificial PC when commu-

55 nicating with the Gatekeeper. When a sacrificial PC wants to 
communicate with the Gatekeeper it first sends a handshake 
packet to the Gatekeeper identifying the specific PC request
ing communication. It also sends a short (unencrypted) clear
text portion of the data to be communicated encapsulated 

60 within the handshake packet. 
Once the Gatekeeper acknowledges the handshake, the 

sacrificial PC sends the full information packet to the Gate
keeper. A random amount of the packet has been encrypted in 
the sacrificial PC's unique key. The specific amount of data 

65 encrypted by the sacrificial PC was determined by one of the 
authentication parameters sent by the Gatekeeper at startup. 
The Gatekeeper decrypts all data packets it receives based on 
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the assumed key of the specific sacrificial Pc. In other words, 
"If you are who you say you are, you encrypted your data in 
the following way." Once decrypted, the Gatekeeper com
pares the clear text portion of the data received in the hand
shake packet with the decrypted data packet (219). If they 
match, the data is accepted; if they do not, the data is not 
accepted. The authentication technique is based on known 
"challenge and response" authentication techniques. 

Once the sacrificial PC has sent the read only "safe" attach
ment back to the Gatekeeper, a special validation process 10 

examines the sacrificial PC to detennine if any unexpected 
changes have occurred (308) and (309) on the sacrificial Pc. 
Unexpected changes could include the addition or deletion of 
files, files that change name, extension, or content unexpect
edly, (including morphing of the tested attachment itself), 15 

attempted sensing of the date and time features of the sacri
ficial PC, etc. 

Also, when the opportunity is available, as with attach
ments created using the Microsoft suite of office products, the 
sacrificial PC processor takes advantage of the "Enable Mac- 20 

ros" "Disable Macros" feature. This built-in feature makes it 

6 
become the victim of a virus and died. When this occurs, the 
Gatekeeper signals a virus alert and requests human interven
tion to recover the dead sacrificial Pc. 

The method and system described above can also be imple
mented with the sacrificial PC implemented as a virtual 
machine or environment in the operating system of another 
computer. This computer could be the gatekeeper, an e-mail 
server or any other computer. 

The method and system described above also be imple
mented with the gatekeeper system implemented as part of 
another system, such as a component of an already existing 
e-mail server. 

The gatekeeper system and method described uses the file 
and macro authentication and encrypted client approval tech
niques described above to protect itself from both internal and 
external "hacking" attacks that may attempt to substitute, 
modifY, destroy or otherwise nullify gatekeeper files and pro
grams. 

While a preferred embodiment has been set forth in detail 
above, those skilled in the art who have reviewed the present 
disclosure will readily appreciate that other embodiments can 
be realized within the scope of the invention. For example, the 
use of certain hardware, operating systems, or the like should 
be construed as illustrative rather than limiting. Therefore, the 

possible to open a document without allowing any embedded 
code (macros) to execute. Two copies of the same document 
can then be created, one created with macros executed and 
one created without macros executed. The two copies of the 
same document can then be examined to determine if execut
ing the macro had any effect on the information content of the 
document. By comparing the two documents, the sacrificial 
PC can determine whether or not the macro is relevant to the 
particular document being tested. 

25 present invention should be construed as limited only by the 
appended claims. 

We claim: 
1. A method for protecting a network from a virus con

tained in an e-mail message as executable code, the method 
30 comprising: 

If execution of the macro was necessary to produce the 
information contained in the tested document, then the mac
ro's contribution is contained in the print image copy of the 
document produced by the sacrificial PC when it executed the 
document with macros enabled. This is the copy that is sent to 35 

the recipient. 
Similarly, if testing the document with "macros disabled" 

has no impact on the content of the document, then the sus
pect macro is not necessary. It logically follows then, that the 
suspect macro is either irrelevant to the content the particular 40 

version of the document being tested or, it is a virus. In either 
case, the sacrificial PC has intercepted and nullified the sus
pect macro's impact on the recipient. 

Any unexpected changes in the system trigger a virus alert. 
Standard user security processes alert all authorized person- 45 

nel (309). A special "ghosting" reload of the operating system 
then takes place. The process is as follows. 

Each Sacrificial PC is configured with two hard drives. 
Each hard drive is configured with a single active partition 
and contains a safe copy of the operating system obtained 50 

from the read-only device (110). The designated active par
tition-defined at start-up-is "toggled" between the two 
physical hard drives. This is done to increase the speed of 
reloading and to maximize the availability of sacrificial PCs. 
The unused drive-which is the one used to test the last 55 

attachment-is re-loaded, via ghosting software (310), with a 
fresh copy of the operating system obtained from the read 
only CD ROM (110). The connection between the Gate
keeper (102) and the sacrificial PC (105) is then re-estab
lished. 60 

Once the sacrificial PC is re-ghosted, it is brought back on 
line and the GateKeeper assigns it a new authentication Key 
and encryption length parameter. 

Once the Gatekeeper sends data to a sacrificial PC, it notes 
the time the data was sent. If no data is received back from a 65 

sacrificial PC within a specified period of time (typically two 
minutes), the Gatekeeper assumes the sacrificial PC has 

receiving the e-mail message; 
converting the executable code from an executable fonnat 

to a non-executable format by using an application-level 
process which retains an appearance, human readability, 
and semantic content of the e-mail message; and 

forwarding the non-executable format to a recipient of the 
e-mail message. 

2. The method of claim 1, wherein the executable code is 
contained in a body of the e-mail message. 

3. The method of claim 2, wherein the executable code 
comprises a hypertext link, and wherein the converting com
prises deactivating the hypertext link. 

4. The method of claim 1, wherein the executable code is 
contained in an attachment in the e-mail message. 

5. The method of claim 4, wherein the converting com
prises: 

forwarding the attachment from a gatekeeper server to a 
sacrificial server; and 

converting the attachment to the non-executable fonnat on 
the sacrificial server. 

6. The method of claim 5, wherein the converting further 
comprises examining the sacrificial server for virus activity. 

7. A method for protecting a network from a virus con
tained in an e-mail message as executable code, the method 
comprising: 

receiving the e-mail message in a gatekeeper server; 
converting the executable code from an executable fonnat 

to a non-executable format; and 
forwarding the non-executable format to a recipient of the 

e-mail message, wherein the executable code is con
tained in an attachment in the email message; 

wherein the converting comprises: 
forwarding the attachment from the gatekeeper server to 

a sacrificial server; 
converting the attachment to the non-executable fonnat 

on the sacrificial server; 
examining the sacrificial server for virus activity; and 
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rebooting the sacrificial sever from a safe copy of an 
operating system obtained from a read-only device. 

8. A method for protecting a network from a virus con
tained in an e-mail message as executable code, the method 
comprising: 

receiving the e-mail message in a gatekeeper server; 
converting the executable code from an executable format 

to a non-executable format; and 
forwarding the non-executable format to a recipient of the 

e-mail message, wherein the executable code is con
tained in an attachment in the email message; 

wherein the converting comprises: 
forwarding the attachment from the gatekeeper server to 

a sacrificial server; 
converting the attachment to the non-executable format 

on the sacrificial server; 
examining the sacrificial server for virus activity; and 

wherein communications between the gatekeeper server 
and the sacrificial server are authenticated using a chal
lenge-and-response technique. 

9. The method of claim 4, wherein the converting com
prises: 

maintaining a list of approved attachment types; 
determining whether the attachment is of a type which is in 

the list of approved attachment types; and 
if the attachment is not of a type which is in the list of 

approved attachment types, informing the recipient that 
a message containing a non-approved attachment has 
been received. 

8 
a computer on the network for converting the executable 

code from an executable format to a non-executable 
format by using an application-level process which 
retains an appearance, human readability and semantic 
content of the e-mail message and forwarding the non
executable format to the recipient. 

17. The system of claim 16, wherein the executable code is 
contained in a body of the e-mail message. 

18. The system of claim 17, wherein the executable code 
10 comprises a hypertext link, and wherein the computer for 

converting deactivates the hypertext link. 
19. The system of claim 16, wherein the executable code is 

contained in an attachment in the e-mail message. 
20. The system of claim 16, wherein the computer for 

15 converting is a sacrificial server. 
21. The system of claim 20, wherein the sacrificial server is 

examined for virus activity. 
22. A system for protecting a network from a virus con-

20 tained in an e-mail message as executable code, the system 

25 

comprising: 
a workstation computer on the network used by a recipient 

of the e-mail message; 
a gatekeeper server, in communication with the worksta

tion computer over the network, for receiving the e-mail 
message; and 

10. The method of claim 1, wherein the converting com- 30 

a computer on the network for converting the executable 
code from an executable format to a non-executable 
format and forwarding the non-executable format to the 
workstation computer, wherein the computer for con
verting is a sacrificial server which is separate from the 
gatekeeper sever, wherein the sacrificial server is exam
ined for virus activity, wherein the network further com
prises a read-only device, and wherein the sacrificial 
server is rebooted from a safe copy of an operating 
system obtained from the read-only device. 

prises: 
maintaining a list of approved executable code; 
determining whether the executable code is in the list of 

approved executable code; and 
deactivating the executable code if the executable code is 35 

not in the list of approved executable code. 
11. The method of claim 10, wherein: 
the list of approved executable code includes information 

for determining whether the approved executable code 
has been altered; and 40 

the converting further comprises: 
determining whether the executable code has been 

altered; and 
deactivating the executable code if the executable code 45 

has been altered. 
12. The method of claim 11, wherein the determining 

whether the executable code has been altered is performed 
through an algorithmic technique. 

13. The method of claim 12, wherein the algorithmic tech- 50 

nique is a check-summing technique. 
14. The method of claim 12, wherein the algorithmic tech

nique is a hashing technique. 
15. The method of claim 1, wherein the converting com

prises: 
forming a first copy and a second copy of at least a portion 

of the e-mail message containing the executable code; 
executing the executable code in the first copy but not the 

second copy; and 

55 

after the executable code in the first copy has been 60 

executed, comparing the first copy to the second copy to 
determine an effect of the executable code. 

23. A system for protecting a network from a virus con
tained in an e-mail message as executable code, the system 
comprising: 

a workstation computer on the network used by a recipient 
of the e-mail message; 

a gatekeeper server, in communication with the worksta
tion computer over the network, for receiving the e-mail 
message; and 

a computer on the network for converting the executable 
code from an executable format to a non-executable 
format and forwarding the non-executable format to the 
workstation computer, wherein the computer for con
verting is a sacrificial server which is separate from the 
gatekeeper sever, wherein the sacrificial server is exam
ined for virus activity, wherein communications 
between the gatekeeper server and the sacrificial server 
are authenticated using a challenge-and-response tech
nique. 

24. The system of claim 16, wherein the network maintains 
a list of approved attachment types, determines whether the 
attachment is of a type which is in the list of approved attach
ment types, and, if the attachment is not of a type which is in 
the list of approved attachment types, informs the recipient 
that a message containing a non-approved attachment has 
been received. 

16. A system for protecting a network from a virus con
tained in an e-mail message as executable code, the system 
comprising: 

a workstation computer on the network used by a recipient 
of the e-mail message; and 

25. The system of claim 16, wherein the network maintains 
a list of approved executable code, determines whether the 

65 executable code is in the list of approved executable code, and 
deactivates the executable code if the executable code is not in 
the list of approved executable code. 
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26. The system of claim 25, wherein: 
the list of approved executable code includes infonnation 

for detennining whether the approved executable code 
has been altered; 

the network detennines whether the executable code has 
been altered; and 

the executable code is deactivated if the executable code 
has been altered. 

10 
34. The sacrificial server of claim 31, wherein communi

cations between the network and the sacrificial server are 
authenticated using a challenge-and-response technique. 

35. The sacrificial server of claim 31, wherein the sacrifi
cial server stores a list of approved attachment types, deter
mines whether the attachment is of a type which is in the list 
of approved attachment types, and, if the attachment is not of 
a type which is in the list of approved attachment types, 
informs the network that a message containing a non-ap-

27. The system of claim 26, wherein the system determines 
whether the executable code has been altered through an 
algorithmic technique. 

10 proved attachment has been received. 

28. The system of claim 27, wherein the algorithmic tech
nique is a check-summing technique. 

29. The system of claim 27, wherein the algorithmic tech- 15 

nique is a hashing technique. 
30. The system of claim 16, wherein the computer for 

converting converts the executable code by: 
fonning a first copy and a second copy of at least a portion 

of the e-mail message containing the executable code; 
executing the executable code in the first copy but not the 

second copy; and 

20 

after the executable code in the first copy has been 
executed, comparing the first copy to the second copy to 
determine an effect of the executable code. 25 

31. A sacrificial server for use on a network, the sacrificial 
server comprising: 

36. The sacrificial server of claim 31, wherein the sacrifi
cial server maintains a list of approved executable code, deter
mines whether the attachment contains executable code and 
whether the executable code is in the list of approved execut
able code, and deactivates the executable code if the execut
able code is not in the list of approved executable code. 

37. The sacrificial server of claim 36, wherein: 
the list of approved executable code includes infonnation 

for detennining whether the approved executable code 
has been altered; 

if the executable code is in the list of approved executable 
code, the sacrificial server determines whether the 
executable code has been altered; and 

the executable code is deactivated if the executable code 
has been altered. 

38. The sacrificial server of claim 32, wherein the sacrifi
cial server determines whether the executable code has been 
altered through the use of an algorithmic technique. 

communication means for receiving an e-mail attachment 
from the network; and 

39. The sacrificial server of claim 38, wherein the algorith-
30 mic technique is a check-summing technique. 

processing means for converting the e-mail attachment 
from an executable format to a non-executable fonnat by 
using an application-level process which retains an 
appearance, human readability and semantic content of 
the e-mail message and for returning the e-mail attach- 35 

ment to the network. 
32. The sacrificial server of claim 31, wherein the sacrifi

cial server is examined for virus activity. 
33. The sacrificial server of claim 32, wherein the sacrifi- 40 

cial server further comprises a read-only device and is reboo
ted from a safe copy of an operating system obtained from the 
read-only device. 

40. The sacrificial server of claim 38, wherein the algorith
mic technique is a hashing technique. 

41. The sacrificial server of claim 31, wherein the process
ing means converts the executable code by: 

fonning a first copy and a second copy of at least a portion 
of the e-mail message containing the executable code; 

executing the executable code in the first copy but not the 
second copy; and 

after the executable code in the first copy has been 
executed, comparing the first copy to the second copy to 
determine an effect of the executable code. 

* * * * * 
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